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Executive Summary

Supplemental Nutrition Assistance
Program Trafficking

Supplemental Nutrition Assistance Program
(SNAP) trafficking occurs when SNAP benefits
are exchanged for cash or non-eligible items.
While this does not cost states or the federal
government money, it does divert benefits
from their intended use

2008 Farm Bill & EBT Policy

The 2008 Farm Bill prohibits state agencies
from issuing paper food stamp coupons and
mandates electronic benefit transfer (EBT)
cards as the sole method of benefit delivery.
The EBT system works similarly to a debit card,
deducting the exact purchase amount from
the recipient’s account. EBT cards’
resemblance to commercial debit cards also
allows recipients more anonymity at the
checkout counter. Since SNAP benefits are
now electronically deposited into a
household’s EBT account, identification is no
longer needed to prove eligibility and pick up
benefits. Instead, households are required to
set up a Personal Identification Number (PIN)
to access benefits and make purchases with
SNAP dollars.

Requirements for FDA Waiver

States may apply for a waiver from the Food &
Nutrition Service, as outlined in 7 CFR 2016(h),
requesting that issued EBT cards contain a
photograph of one or more household
members. The state agency must ensure that
all household members or any authorized
representatives have access to SNAP benefits
and that SNAP recipients are treated no
differently than other customers. A number of
states have proposed bills requiring the state
agency responsible for SNAP to request a
waiver.

Previous Study Findings

The Pennsylvania Legislative Budget & Finance
Committee conducted a study exploring EBT
cards with photo identification as well as
implementing smart cards. The committee found
that photo identification EBT cards would reduce
fraud in meniscal amounts and cost $7.77 more
per card. In addition, requiring EBT photo IDs has
the potential to negatively affect seniors and
persons with disabilities while not addressing
SNAP fraud or trafficking. In addition, photo
identification EBT cards would require grocers
and store clerks to be the sole implementers of
this new policy.

Evidence from Other States

New York is the only state to have photo
identification on public assistance cards.
However, this practice was discontinued as of
April 8, 2013. Specifically, districts cannot
mandate or require cardholders to have their
picture taken.

Recommendations

= The extra expense of photo identification on
EBT cards would reduce fraud in minute
amounts and therefore, be a waste of state
funds and taxpayer dollars.
Smart cards have several advantages over
current EBT cards, including greater security,
lower transaction costs, administering multiple
programs on a single card, and the ability to
store medical information. Therefore, one

smart card could provide multiple program
benefits (e.g. WIC, SNAP, TANF, and Medicaid).
In order to further decrease fraud in Rhode

Island, we recommend the creation of a fraud
prevention task force and consideration of
using one smart card for all social welfare
programs administered by the state.
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Definition of Terms and Abbreviations

= Adjourned Sine Die - To adjourn without appointing a day on which to appear or assemble again; without assigning a
day for further meeting or hearing.

= Automated Teller Machine (ATM) — a machine that enables clients to perform financial transactions without a bank
teller, access bank accounts, and make cash withdraws.

= Department of Motor Vehicles (DMV) — a state governmental agency that administers vehicle registration and driver
licensing.

= Electronic Benefits Transfer (EBT) Card — card in which government benefits are provided through, specifically cash and
food assistance.

= Food and Nutrition Service (FNS) —a USDA agency responsible for administering domestic nutrition assistance
programs, such as the Supplemental Nutrition Assistance Program (SNAP).

= LINK card — Illinois electronic benefits card

= Minnesota Family Investment Act (MFIP) - the state's welfare reform program for low-income families which includes
both cash and food assistance.

= Supplemental Nutrition Assistance Program (SNAP) — formerly known as the Food Stamp Program.

= United States Department of Agriculture (USDA) — the federal department responsible for developing and executing
policy on farming, agriculture, forestry, and food, including the Food and Nutrition Service.



Background

Supplemental Nutrition Assistance Program (SNAP) trafficking occurs when SNAP benefits are exchanged for
cash or non-eligible items. While this does not cost states or the federal government money, it does divert
benefits from their intended use. Trafficking typically occurs when a recipient sells his or her electronic benefit
transfer (EBT) card for less than the available balance to individuals, retailers, or internet customers. Fraud also
occurs when a cardholder and a vendor collude so that non-eligible items are purchased with SNAP benefits.

In March 2011, the United States Department of Agriculture (USDA) issued a report, The Extent of Trafficking in
the SNAP Program, which included data from 2006-2008. The data shows that the SNAP trafficking rate has
declined over the past two decades largely due to EBT card implementation. Magnetic stripe EBT cards reduce
trafficking by creating electronic transaction records and requiring a personal identification number (PIN) at the
point-of-sale (POS) terminal.

After conducting transaction surveillance and undercover investigations of 38,000 stores, the USDA found that
trafficking diverted approximately $330 million in SNAP benefits annually. This trafficking occurred in 8.2
percent of all stores monitored. Large stores accounted for 0.06 percent of the trafficking rate while small stores
accounted for 7.7 percent. During the two-year study period, the amount of trafficking increased at
approximately the same rate as overall SNAP growth.

In Fiscal Year 2012, Rhode Island issued a total of $289,245,852 in SNAP benefits. If Rhode Island has a fraud rate
equal to the national average, approximately $23.7 million dollars were diverted due to benefit trafficking in the
past fiscal year. In the interest of reducing SNAP trafficking, Rhode Island legislators have proposed several bills
mandating EBT cards to display the recipient’s photo identification. To date, no photo identification bill has been
passed in Rhode Island.

In order to evaluate possible trafficking reduction measures, we have explored federal SNAP policy, trafficking
prevention studies (completed by other states), proposed SNAP regulations across the country, and past photo
identification measures in New York State.



Federal Benefits Policy

The United States Department of Agriculture used Food Stamp coupons for nearly 40 years, until the nationwide
EBT system was implemented in 2004. As of June 18, 2009, the Food, Conservation, and Energy Act of 2008
(“the 2008 Farm Bill”’) prohibits state agencies from issuing paper food stamp coupons and mandates EBT cards
as the sole method of benefit delivery. Therefore, paper coupons no longer have any value and cannot be
redeemed. As a consequence, SNAP regulations were updated and reorganized to reflect the new benefit
issuance process.

The EBT system works similarly to a debit card, deducting the exact purchase amount from the recipient’s
account. EBT cards’ resemble commercial debit cards, and thus, allow recipients more anonymity at the
checkout counter. Since SNAP benefits are now electronically deposited into a household’s EBT account,
identification is no longer needed to prove eligibility and pick up benefits. Instead, households are required to
set up a Personal Identification Number (PIN) to access benefits and make SNAP purchases.

United States Code, Title 7, Chapter 51- Supplemental Nutrition Assistance Program

U.S. Code §7.51.2016 outlines the requirements of EBT usage and specifies EBT cards’ attributes.

7 USC § 2016 - Issuance and use of program benefits

(a) In general

Except as provided in subsection (i), EBT cards shall be issued only to households which have been duly certified as
eligible to participate in the supplemental nutrition assistance program.

(b) Use

Benefits issued to eligible households shall be used by them only to purchase food in retail food stores which have
been approved for participation in the supplemental nutrition assistance program at prices prevailing in such stores:
Provided, That nothing in this chapter shall be construed as authorizing the Secretary to specify the prices at which
food may be sold by wholesale food concerns or retail food stores.

(f) Alternative benefit delivery
(B) EBT cards: Effective beginning on the date that is 1 year after the date of enactment of the Food,
Conservation, and Energy Act of 2008, only an EBT card issued under subsection (i) shall be eligible for
exchange at any retail food store.

(h) Electronic benefit transfers
(1) In general.—

(A) Implementation. — Not later than October 1, 2002, each State agency shall implement an electronic
benefit transfer system under which household benefits determined under section 2017 (a) or 2035 of this
title are issued from and stored in a central databank, unless the Secretary provides a waiver for a State
agency that faces unusual barriers to implementing an electronic benefit transfer system.
(B) Timely implementation. — Each State agency is encouraged to implement an electronic benefit transfer
system under subparagraph (A) as soon as practicable.
(C) State flexibility. — Subject to paragraph (2), a State agency may procure and implement an electronic
benefit transfer system under the terms, conditions, and design that the State agency considers appropriate.

(3) In the case of a system described in paragraph (1) in which participation is not optional for households, the
Secretary shall not approve such a system unless—

(9) Optional photographic identification.—
(A) In general. — A State agency may require that an electronic benefit card contain a photograph of 1 or
more members of a household.



(B) Other authorized users. — If a State agency requires a photograph on an electronic benefit card under
subparagraph (A), the State agency shall establish procedures to ensure that any other appropriate member of
the household or any authorized representative of the household may utilize the card.

(5) Exemptions
(B) Waiver: At the request of a State agency, the Secretary may provide 1 waiver to temporarily exempt, for
a period ending on or before the date specified under clause (iii), the State agency from complying with the
requirements of paragraph (2), if the State agency—

(i) establishes to the satisfaction of the Secretary that the State agency faces unusual technological
barriers to achieving by October 1, 2002, the interoperability and portability required under paragraph (2);
(ii) demonstrates that the best interest of the supplemental nutrition assistance program would be served
by granting the waiver with respect to the electronic benefit transfer system used by the State agency to
administer the supplemental nutrition assistance program; and

(iii) specifies a date by which the State agency will achieve the interoperability and portability required
under paragraph (2).

(C) Smart card systems - The Secretary shall allow a State agency that is using smart cards for the delivery of
supplemental nutrition assistance program benefits to comply with the requirements of paragraph (2) at such
time after October 1, 2002, as the Secretary determines that a practicable technological method is available
for interoperability with electronic benefit transfer cards.

Waivers from the USDA

SNAP regulations provide that waivers may be approved for a state under certain conditions (pursuant to 7 CFR
274.10(b)), specifically when approval would result in a more effective and efficient program administration. At
the request of a state agency, the Secretary of Agriculture may provide a waiver to temporarily exempt them
from complying with a specific SNAP requirement. Within sixty days of receiving the request, the Secretary must
provide one of the following responses: approval, denial and modification description, denial and basis for
denial, or request for clarification.

As outlined in 7 CFR 2016(h), a state agency may request that an EBT card contain a photograph of one or more
household members. The state agency should also ensure that all household members or any authorized
representatives have access to SNAP benefits. A number of states have proposed bills requiring the state agency
responsible for SNAP to request a waiver. As of September 5, 2013, no waivers for photo identification on EBT cards
have been approved.



Legislation Requiring Biometrics or Photo Identification

Arizona

Arizona refers to its Electronic Benefits Transfer (EBT) card as the QUEST card. The state administers nutrition
and cash assistance benefits through the QUEST card, specifically SNAP and Temporary Assistance to Needy
Families (TANF) funds.

House Bill 2582 (2012) - Adjourned Sine Die

Under this bill, the administration shall issue each eligible individual “an identification card that includes a
current photograph of the member and the member’s plan identification number.” It also requires that the card
be “safety orange” and include the phrase “government assistance card” in large black print. This card must be
presented for the cardholder to receive nonemergency services. This bill also outlines the same requirements
for SNAP cards, with the phrase “government food stamp card” replacing “government assistance card”.

An eligible grocery retailer must require each person presenting with an EBT card to present identification
demonstrating that the EBT card belongs to that person (acceptable forms of identification are described in 42
code of Federal regulations section 435.407(a) or (e)). This bill was held by the Health and Human Services
Committee.

House Bill 2508 (2011) - Adjourned Sine Die

This bill is word-for-word identical to the Arizona House Bill 2582 proposed the following year (above). This bill
was referred to the Health and Human Service Committee, where it died.

House Bill 2495 (2010) - Adjourned Sine Die

Under this bill, the department must include the name of the recipient on each EBT card issued for SNAP
benefits. In addition, every grocery retailer that accepts EBT cards must require a person presenting an EBT card
to also present identification demonstrating that the card belongs to them (acceptable forms of identification
are described in 42 code of Federal regulations section 435.407(a) or (e)). This bill was referred to the Rules
Committee, where it died.

House Bill 2769 (2010) - Adjourned Sine Die

This proposed bill simple states, “The color of all electronic benefits transfer cards issued by the department
shall be safety orange. The department shall include a photograph of the recipient on any electronic benefits
transfer card that is issued by the department.” This bill was referred to the Health and Human Service
Committee, where it died.

Georgia
Senate Bill 163 - Adjourned Sine Die

This bill specifically applies to TANF cash assistance prohibiting EBT transactions at certain retail establishments
or for certain purchases. It also mandates establishment of a toll-free number and website so that violations can

be reported and monitored. Moreover, it prohibits EBT purchases and cash assistance at ATMs near restricted
retail establishments. All stores that accept EBT for cash assistance must register with the department, provide
all information the board deems necessary, retain receipts for 90 days, and post a department-provided sign in a
prominent location.



The bill also outlines that cash assistance will only be provided through EBT cards and at the discretion of the
board. All cards must “include a photograph on the card of the recipient to whom the card is issued” and require
the recipient’s signature for use. The cards must also list prohibited products and services along with the toll-
free telephone number and website. All EBT cards must have a mechanism to prevent ATM usage, prevent the
purchase of prohibited products and services, and enable auditing of transactions. This bill was withdrawn by
the House and recommitted in March 2013.

Hawaii

The Hawaii Electronic Benefit Transfer (HI/EBT) system processes the payments for public financial assistance
and SNAP. The EBT system utilizes a debit card which allows the clients to access their cash and/or SNAP
benefits at food retailers through their Point of Sale machines and ATMs. Recipients receiving cash assistance

may also choose to have their cash benefits directly deposited into their personal bank accounts. Payments
distributed through the EBT system are TANF; Temporary Assistance for Other Needy Families; General
Assistance, Aid to the Aged, Blind or Disabled; Repatriates; Childcare; Employment and Training; First-To-Work;
and SNAP programs.

House Bill 1113 (2013) - Adjourned Sine Die

This bill establishes that EBT cards should include a cardholder photo on the card. It also requests that DHS seek
a federal waiver from USDA in order to implement these procedures and estimate the cost of implementation.
Specifically, DHS would be required to replace every still-valid EBT card with one displaying a cardholder’s photo,
phase in the new photo ID cards, and implement the photo ID cards pursuant to the federal waiver. Upon
receiving the waiver, the cost findings will be evaluated to determine if implementation is practical. In the
absence of photo EBT cards, the cardholder must present a photo ID to cashiers, bank tellers, or authorized
officials at point-of-sale when making a transaction with an EBT card. The committee recommended that the
bill be deferred.

House Bill 2775 (2012) - Adjourned Sine Die
With the exception of the dates, this bill requires and establishes the same procedures as House Bill 1113. The
committee recommended that the bill be deferred.

Illinois
Anyone approved to receive cash assistance — TANF, AABD, General Assistance, and Noncustodial Parent
EarnFare — or SNAP benefits is issued an lllinois Link card.

Senate Bill 1695 (2013)

This act requires the Secretary of Human Services to seek a waiver from the USDA to allow the State to include
on the face of every LINK card issued a cardholder’s photograph to access SNAP benefits or cash assistance. The
Department of Human Services is also required to provide the lllinois General Assembly with various good faith
cost estimates, including the cost of replacing every still-valid LINK card with a photo identification card and the
cost of "phasing-in" new photo identification cards issued under the current LINK vendor contract. Furthermore,
the bill provides that the Department shall suggest a process that allows the caregiver of a recipient to use the
recipient's LINK card on their behalf. With the waiver and these estimates in hand, the lllinois General Assembly
shall determine whether it wishes to implement the waiver based on projected cost estimates and other
matters. The bill was re-referred to Senate Assignments Committee in April.



House Bill 161 (2011) - Session Sine Die

Within 6 months after the effective date of this amendatory Act, the Secretary of Human Services shall seek a
waiver from the USDA to allow the State to include on the face of every LINK issued to a recipient of SNAP
benefits or cash assistance a photo of the cardholder. Within 6 months after the effective date, the Department
shall provide the lllinois General Assembly with a good faith estimate of the cost, pursuant to a potential waiver
of (1) replacing every still-valid LINK card with one that contains a photo of the cardholder; (2) “phasing-in” new
photo identification cards issued under the current contract with the current LINK card vendor; and (3)
implementing photo identification cards pursuant to federal waiver through new requests for proposals once
the contract with the current LINK card vendor expires. The Department shall suggest a process to the Illinois
General Assembly that allows the caregiver of a SNAP or cash assistance recipient to use the recipient’s LINK
card on the recipient’s behalf.

House Bill 1235 (2013)

Every EBT card issued on or after the effective date of this amendatory Act must include on the card’s face a
photograph of the cardholder. Within 6 months, the Department shall replace every still-valid card issued before
that date with a card that includes a cardholder’s photograph. This bill also requires the Department to issue a
caregiver identification card to the facility provider, guardian, or caregiver of a person entitled to benefits. Every
caregiver identification card must include a current photo, the name of the person entitled to benefits, and a
statement that clearly identifies the cardholder as having the legal capacity to use the named person’s LINK
card. This bill was its re-referred to Rules Committee in March. Since that time, there has not been any
legislative action regarding H1235.

Indiana

Senate Bill 530 (2013)
Beginning January 1, 2014, the division shall implement a schedule for the distribution of benefits to an
approximately evenly distributed number of SNAP recipients during the 5" — 23™ day of each month. The
legislative council shall assign as an interim study committee topic during the 2013 legislative interim a study of
the following concerning the SNAP program:
(1) Whether Indiana should require a photograph of a SNAP recipients on the recipient’s EBT card.
(2) Whether Indiana should require a SNAP recipient to show the recipient’s photo identification issued by a
federal, state, or local unit when the recipient uses the recipient’s EBT card.
(3) Whether Indiana should seek approval to allow the distribution of SNAP benefits to a recipient on a
bimonthly basis.
This bill was passed and is now Indiana Public Law 260.

Maine
Legislative Bill 75 (2011)- Adjourned Sine Die

This legislation proposes that “a person may not receive cash back in connection with a transaction made with

an electronic benefits transfer card that is drawing on the person’s food supplement benefit account and to
require that a photograph of the owner of an electronic benefits transfer card appear on the card.” This bill was
pursuant to joint rule 310.3.



Massachusetts
The Department of Transitional Assistance provides SNAP and cash benefits through EBT cards. Massachusetts

cash assistance includes three programs: 1) Transitional Aid to Families with Dependent Children; 2) Emergency
Aid to the Elderly, Disabled, and Children; and 3) Social Security Income.

Senate Bill 61(2013)

The department of transitional assistance shall require that any electronic benefit transfer card issued to an
eligible recipient bear a recipient’s photograph; (b) require any retailer that accepts EBT cards to post the toll
free fraud hotline number; (c) List on each application and renewal form items prohibited from purchase with
EBT cards. A hearing was scheduled for June 14,

House Bill 90 (2013)

Effective six months following the passage of this section, the department shall include on each newly issued
and re-issued EBT card, a photograph of the cardholder. Effective 12 months following the passage of this
section, the department shall replace all existing EBT cards with those containing a photograph of the
cardholder. The Senate concurred on this bill. The House referred it to the Joint Committee on Children,
Families, and Persons with Disabilities.

Senate Bill 1806 (2013)

The Department of Human Services is instructed to include a cardholder’s photograph on the front of any newly-
issued and reissued EBT cards, so long as the cardholder is 18 years of age or older. The department shall
promulgate regulations to allow for vulnerable populations, such as the elderly, blind, disabled, and victims of
domestic violence. The department is instructed to consult with business and vendor associations in developing
regulations for authorized users. A store owner or employee shall check that the photograph matches the
identity of the person making the purchase or follow the procedures for authenticating authorized users. A store
owner will be fined for each instance an employee knowingly fails to check the photograph or permits an
unauthorized individual to use the card.

EBT cards shall include the cardholder’s photograph by August 1, 2014. The department of transitional
assistance shall consider utilizing the photograph databases of the DMV and the Massachusetts Bay
Transportation Authority as a cost-saving measure. The department shall work with DMV to access and cross-
share facial recognition data and resources in order to identify potential fraud by December 31, 2014.The
department shall report any case of fraud to the bureau of special investigations, the district attorney, or an
appropriate law enforcement entity for such action as they deem proper. This bill was referred to the
committee on House Ways and Means on June 25, 2013.

House Bill 3522 (2013)

This proposed bill amends Massachusetts Law to “require the use of photo identification on the front of each
newly issued and reissued electronic benefit card for each cardholder who is over the age of 18 provided
further, that the department shall promulgate regulations to ensure that all authorized users and members of
the household are able to use an electronic benefit transfer card pursuant to 7 U.S.C.A. 2016(h)(9). It also inserts
clauses relating to public assistance fraud and the penalties for committing public assistance fraud. This bill
required a report to be written under House Bill 3539.



Minnesota
Minnesota distributes both cash and food benefits through its electronic benefit card. The food portion —

Supplemental Nutrition Assistance Program — can only be used to purchase food or seeds to plant food. A
number of programs administer cash assistance through the Minnesota EBT card. These programs include the
Minnesota Family Investment Program (TANF), Minnesota Supplemental Aid (AABD), General Assistance (GA),
and Refugee Cash Assistance. More information regarding the Minnesota EBT card can be found in the state’s
brochure, Appendix C.

Senate Bill 75 (2011) - Adjourned Sine Die

This bill prohibits cash withdraws from ATMs and cash back from vendors using EBT cards to access MFIP
monthly cash assistance payments. It also prohibits purchasing certain products or those outside Minnesota
using MFIP monthly cash assistance. This bill requires that “cashiers at points-of-sale shall request photo
identification when an MFIP electronic benefits card is presented.” This bill was referred to the Senate Health
and Human Services committee where is subsequently died.

Senate Bill 89 (2011) - Adjourned Sine Die

Under this proposed bill, EBT cardholders are prohibited from using their EBT debit to withdraw cash from an
ATM or from vendors. They are also prohibited from using the EBT debit card at non-Minnesota vendors,
excluding SNAP benefits. In addition, “EBT debit cards issued after July 1, 2011, must include a photo of the
cardholder on the EBT debit card. The commissioner shall implement a plan to convert all other active EBT debit
cards to include a photo of the cardholder by July 1, 2012.” The bill goes on to detail disciplinary action and
sanctions for misuse and fraud along with more stringent guidelines for receiving an EBT debit card. This bill was
referred to the Senate Health and Human Services committee where is subsequently died.

House Bill 171 (2011) - Adjourned Sine Die

Cash benefits must be issued on separate EBT cards that display a head of household’s. The card must also state
that “It is unlawful to use this card to purchase tobacco products or alcoholic beverages.” This card may be the
same card on which food support is issued and does not need to meet the requirements of this section. EBT
cardholders may opt to have up to $20 per month accessible via ATM or receive up cash back from a vendor.
Retailers at a point of sale may request a photo identification card when an EBT card is presented for payment.
It is unlawful for an EBT cardholder to allow another person to use the cardholder’s card. The Committee
reported and passed as amended and re-refer the bill to the House Health and Human Services Finance
Committee.

House Bill 238 (2011) - Adjourned Sine Die

Under this act, EBT cardholders who receive general assistance or supplemental aid are prohibited from
withdrawing cash through ATMs or vendors using their EBT debit card. The EBT debit card may only be used as a
debit card. Moreover, all cards issued after July 1, 2011, must include a cardholder’s photograph. The
commissioner shall implement a plan to convert all other active EBT cards to include the cardholder’s
photograph by July 1, 2012. The legislative session ended with the bill pending in the House Health and Human
Services Reform Committee.
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Missouri
House Bill 455 & 297 (2013) - Adjourned Sine Die

Under this legislation, a previous section (208.182, RSMo) is repealed and a new section is enacted in lieu of it.

The new section states that “the department of social services shall seek a waiver from the federal government
to mandate the use of photo identification for continued eligibility in the food stamp program administered in
Missouri. Upon one year after approval by the federal government, the department shall issue a photo
identification card to each eligible household member who is sixteen years of age or older. Upon request, a
household member, or the household’s authorized representative, shall present the photo identification card at
issuance points, retail food stores, or meal services when exchanging benefits for eligible food. The disclosure of
any information provided to a financial institution, business, or vendor by the department pursuant to this
section is prohibited. Such financial institution, business, or vendor may not use or sell such information and
may not divulge the information without a court order. Violation of this subsection is a class A misdemeanor.
The department shall promulgate rules and regulations necessary to implement the provisions of this section
pursuant to section 660.017 and chapter 536. The rules shall ensure compliance with federal law, taking into
account individuals and households with special needs as well as ensuring that all appropriate household
members or authorized representatives are able to access benefits from the account as necessary. The delivery
of electronic benefits and the electronic eligibility verification, including, but not limited to TANF, WIC, early
periodic screening diagnosis and treatment, food stamps, supplemental security income, including Medicaid,
child support, and other programs, shall reside in one card that may be enable by function from time to timein a
convenient manner”. The HCS reported do pass; however, the session was adjourned without passing.

New Hampshire

House Bill 485 (2011) - Adjourned Sine Die
This bill directs the Department of Health and Human Services to request approval from the USDA’s Food and

Nutrition Services in order “to mandate the use of photo identification for continued eligibility in the food stamp
program administered under RSA 161:2, XlIl. Upon approval of the request by FNS, the department shall issue a
photo identification card to each eligible household as proof of food stamp eligibility. Upon request, a household
member, or the household’s authorized representative, shall present the photo identification card at issuance
points, retail food stores, or meal services when exchanging benefits for eligible food. The department shall
adopt rules under RSA 541-A relative to the use of photo identification cards required under this section.” Later
in the bill, under methodology, it is noted that the department would need to issue separate photo ID cards to
the head of household and other family members. This bill died on the table.

Pennsylvania
House Bill 487 (2013)

This proposed legislation requires public assistance recipients to be “identified using available technological

means that shall include placing a photograph upon each electronic benefits transfer card and any other benefit
card and that may include, but are not limited to, two-digit finger imaging”. It also amends former chapters so
that each county board determines eligibility for assistance. Upon acceptance of this bill, each county board
would be required to photographical identify the individual before any assistance is provided. This bill was
referred to the Human Services Committee in February.
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Tennessee
House Bill 456 & Senate Bill 948 (2013)

This bill amends Tennessee Code Annotated to include that “the department of human services shall request

that the United States department of health and human services (DHHS) mandate the use of photo identification
for continued eligibility in the TANF program administered in Tennessee. Upon six months after approval of the
request by FNS, the department shall issue a photo identification card to each eligible household as proof of
TANF eligibility. The photo identification card shall have the picture of whoever is designated as the head of
household. Upon request, the head of household, shall present the photo identification card at issuance points,
retail stores, or services when exchanging benefits for eligible items”. In addition, “the department shall
promulgate rules for the use of the photo identification cards required under this section, including, but not
limited to, whether the department shall: issue separate photo identification cards to other eligible house hold
members or the household’s authorized representative; or list such additional person on the photo
identification card issued to the eligible household”. This act will take effect January 1, 2014, the public welfare
requiring it. This bill was passed and is now Public Chapter 466.

Texas

Senate Bill 191- Adjourned Sine Die
If a cardholder wishes to make a cash withdraw through a goods/service provider, they may only do so at the

customer service department, rather than the point-of-sale terminal. In addition, the provider must first verify
the cardholder’s identity through inspection of photo identification before administering their cash back.
Furthermore, each electronic benefits transfer (EBT) card issued must display the name of the recipient and any
other authorized person, if applicable. In order to implement this act, the bill requires that the state request and
obtain a federal waiver before implementing the actions outlined in the bill. The legislative session ended
without the act being placed on the intent calendar.
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Studies of Biometric Benefit Card Implementation

Pennsylvania Legislative Budget and Finance Committee 2012 Study
This study, conducted by the Pennsylvania Legislative Budget and Finance Committee, was completed
pursuant to Senate Resolution 2012-322 (Appendix B). The study investigated and evaluated “the advantages of
biometric smart cards and photo identification cards over the current magnetic stripe access cards in preventing
fraud and efficiently transferring payments.” Below is a summary of the study’s findings.

= Magnetic stripe EBT cards already do much to prevent and detect certain types of fraud. Magnetic stripe
cards store data through modifying magnetisms of iron particles present on the stripe. Magnetic stripe cards
have significant advantages over paper-based systems as they create an electronic transaction record. This
record greatly enhances the Department of Human Services’ (DHS) ability to detect and investigate fraud.
According to the USDA, EBT card implementation decreased SNAP fraud trafficking from four cents per dollar
in 1993 to one cent per dollar in 2006-2008.

= Magnetic stripe EBT cards, smart cards, and photo IDs are limited in their ability to prevent some of the
most common types of fraud. Often, SNAP fraud involves a retail store working in collusion with the benefit
recipient. This fraud does not involve identity theft; therefore, photo identification on EBT cards would not be
an effective solution. In comparison, smart cards possess an embedded integrated circuit that can provide
identification, authentication, data storage, and application processing. Smart cards have the potential to
prevent types of provider fraud that magnetic stripe cards cannot. For example, smart cards require a two-
way verification procedure between the provider and the beneficiary.

= Magnetic stripe EBT cards are relatively easy to counterfeit, and such commercial cards will soon be
replaced with microchip-embedded smart cards. Magnetic cards can easily be duplicated by criminals who
decode the magnetic stripe’s information. Debit cards have an extra layer of protection (PIN) but are still
vulnerable to fraud. All major debit and credit card issuers will be replacing magnetic stripe cards with smart
cards, which are much more difficult to copy or counterfeit, by 2015. (The U.S. greatly lags behind Europe who
has been using smart cards for several years.) Virtually all point-of-sale card reading devices now sold accept
both magnetic stripe and smart cards.

= Photo ID systems are costly to implement and would likely be legally challenged; smart card systems,
though initially more costly than magnetic stripe cards, are more feasible and will soon be commonplace.
Magnetic stripe EBT cards cost Pennsylvania’s Department of Public Welfare $0.23 per card, whereas
implementing a photo ID program would cost approximately $8 per card. This additional cost would further
increase as SNAP recipients often seek replacement EBT cards. Furthermore, photo ID cards would require
recipients to travel to a photo center. In addition to cost, photo identification faces federal obstacles that
require any SNAP household member be allowed to make purchases and that recipients are not treated
differently than other customers. Moreover, SNAP recipients usually swipe their own card at check-out
terminals since they function as debit cards. Hence, a store clerk will probably never see the recipient’s card.

= Most states have eliminated fingerprinting as a fraud prevention measure due to cost concerns, the inability
to determine effectiveness, inconvenience to recipients, and the stigma associated with fingerprinting.
A decade ago, at least eight states used mandatory fingerprinting as a tool to prevent duplicate applications.
Only Arizona has retained a fingerprint requirement. Texas used digital fingerprint traits as a biometric
identifier on smart cards (on a voluntary basis) as part of a Medicaid pilot study. The program was
subsequently abandoned because the extent to which fingerprint identity resulted in reduced fraud was
abandoned.
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Massachusetts Law Reform Institute 2012 Impact Study
In May 2012, the Mass Law Reform Institute issued a study entitled “EBT Photo ID: The Impact of Massachusetts
SNAP Recipients, Retailers, and the Fiscal Costs to the State.” In this publication, the Institute suggested that EBT
photo ID would waste taxpayer dollars, hurt seniors and persons with disabilities, not address SNAP trafficking
or fraud, and be unsupported by grocers and retailers (Appendix B).

New York State EBT Photo Identification Cards
USC Chapter 436 of Laws 1997 § 23-a. Notwithstanding any contrary provision thereof, section 266 of
chapter 83 of the laws of 1995 shall apply to applicants for or recipients of public assistance and care,
including medical assistance; provided, however, that with respect to medical assistance, such section
shall apply only to persons who are subject to the photograph identification requirements established by
the commissioner of health for the medical assistance program.

New York is the only state to have photo identification on public assistance cards. In the 1990s, New York State
issued Medicaid cards with photo identification as required by State Law (SSL 131) and department regulations
(18NYCRR 383.3). This practice continued when federal regulations required that all States eliminate paper-
based food stamp coupons in favor of EBT cards for SNAP benefit distribution. When New York State
transitioned to electronic benefit transfer cards in 1998-1999, applicants were required to undergo finger-
imaging and photograph identification.

These photographs were derived from the Automated Finger Imaging System workstation within each local
Social Service District. A cardholder’s photograph was then placed on the Common Benefits Identification Card
(CBIC) originally used for Medicaid but also adopted by TANF and SNAP. Still, NYS issued four types of CBIC or
documents: a photo card, a non-photo card, a paper replacement CBIC, and a Temporary Medicaid
Authorization (DSS-2831A). In order to provide access to MA benefits, non-photo CBICs were issued to all MA
individuals who do not receive a photo card.

Pursuant to the New York State Administrative Procedure Act (SAPA) § 207, the Office of Temporary and
Disability Assistance (OTDA) must review regulations adopted on or after January 1, 1997 at five-year intervals
to determine if they should be retained as written or modified. In 2013, OTDA therefore reviewed its Title 18
NYCRR regulations adopted in 2008, 2003 and 1998. This review included sections pertaining to the
Replacement of Identification Cards (TDA-02-98-00010) and Finger Imaging (TDA-02-98-00036). In 1998, OTDA
amended Title 18 and added regulations to extend the scope of the automated finger imaging system. These
amendments were developed to implement provisions of Chapter 436 of the Laws of 1997, which required
social services districts to finger image applicants and recipients of safety net assistance, emergency safety net
assistance, public institutional care adults, family assistance, food stamps, or food assistance benefits. Since CBIC
photographing was attached to the Automated Finger Imaging System and its regulations, the repeal of this law
also eliminated requirements for photo identification on EBT cards.

Although documents specifically repealing the aforementioned regulations could not be found, an informational
letter from the NY Deputy Commissioner for the Center for Employment and Economic Supports does instruct
local district commissioners to discontinue finger imaging and photographic CBICs as of April 8, 2013.
Specifically, districts cannot mandate or require cardholders to have their picture taken. Instead, this process
should only be completed upon the cardholder’s request. New York State has discontinued its requirement that
SNAP and Non-Temporary Assistance recipients be issued EBT cards that include photo identification.
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Summary of Findings & Recommendations

State Laws & Study Implications

In 1997, new federal regulations (Chapter 436 of Laws 1997) mandated that all states implement EBT cards and
eliminate food stamps in order to modernize the program and prevent fraud. Magnetic stripe EBT cards are
effective in reducing fraud and theft since they require a PIN to access benefits and provide an electronic
transaction record. By replacing food stamp coupons, EBT cards have eliminated coupon exchanges and selling
as well as recipients receiving change from purchases less than one dollar. As law currently stands, anyone with
an EBT card can access SNAP benefits regardless of the cardholder’s name. Since EBT cards function as debit
cards, store clerks rarely see a client’s EBT card. Instead, a SNAP recipient swipes their card at POS terminals and
enters a PIN number. No signature is required for EBT purchases.

In order to further increase fraud protections, many state legislators have proposed bills requiring photo
identification either with or on EBT cards. If a cardholder and a vendor conspire together, it is just as possible to
commit fraud with a photo identification card as a non-photo ID card. In addition, the proposed laws rely on
implementation solely by vendors and store clerks. Just as alcohol is sold to minors, EBT transactions will be
permitted to individuals not matching the photo identification. Consequently, identification on EBT cards is not a
practical solution to fraud.

— Photo identification EBT cards would simply reduce fraud in meniscal amounts. A Pennsylvania study found
that photo identification EBT cards cost $7.77 more than current non-ID EBT cards.

— Requiring EBT photo IDs has the potential to negatively affect seniors and persons with disabilities while not

addressing SNAP fraud or trafficking.

A photo identification program poses obstacles in implementation.

P

The state or DHS would have to find a solution to overcome legislative complications. Passing legislation
requiring EBT photo IDs would require a USDA waiver and a potentially costly resolution to meet federal
requirements.

— The federal government requires that (1) any member of the household or authorized representative be
allowed to make SNAP purchases; (2) SNAP recipients be treated no differently than other customers.

Overall, the evidence outlined in this report demonstrates that the extra expense of photo identification on EBT
cards would reduce fraud in minute amounts and therefore, be a waste of state funds and taxpayer dollars.

Recommendations for Rhode Island

Smart Cards
Smart cards are a viable alternative to current EBT cards. These cards are more technically advanced and secure
than magnetic stripe cards. Smart cards are much more challenging to copy or counterfeit in comparison to
magnetic stripe cards. Most transaction terminals in the United States are already equipped to accept smart
cards. Though initially more expensive than a magnetic stripe card, some of these costs can be offset by lower
transaction costs of smart cards, which do not have to access a central server for every transaction. Moreover,
smart cards can hold larger amounts of information and can electronically manage more types of transactions
than a magnetic stripe card. While smart cards offer additional fraud prevention measures, they could also act
as an “all-in-one” public assistance card. That is, the card could be used for programs other than SNAP, including
to General Public Assistance, TANF, and WIC.
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— Patient healthcare information and prescriptions can be stored on the card and updated, providing
current information when a patient is receiving medical care from multiple providers or in an emergency.

— Multiple patient identification or patient record identification numbers can be written to the smart card,
facilitating record exchange and assisting with coordination of numerous programs or multiple healthcare
providers.

— Patient information can be accessed at any points of service, reducing routine paperwork, and
eliminating errors.

— In Pennsylvania’s WIC program, smart cards can be programmed to pay for only allowable food items and
within certain price ranges.

Smart cards have clear advantages over magnetic stripe EBT cards despite a higher initial cost ($1.50 vs. $0.23).
These advantages include greater security, lower transaction costs, administering multiple programs on a single
card, and the ability to store medical information. Therefore, one smart card could provide multiple program
benefits (e.g. WIC, SNAP, TANF, and Medicaid).

Fraud Prevention Task Force

Measures outside of photo identification cards may reduce fraud to a greater extent. Technology only allows
monitoring for certain types of fraud. When public assistance fraud occurs on an interpersonal level, no amount
of technology will prevent it. In order to further decrease fraud in Rhode Island, we recommend the creation of
a fraud prevention task force. This unit would monitor EBT card transactions for instances of misuse and
suspicious activity. All suspicious activity could then be investigated. For instance, if a cardholder frequents a
certain establishment on the 19" of each month and purchases approximately the same amount monthly, the
task force could send agents to the retail establishment to ensure that food is purchased with these benefits.

16



Appendix A: Pennsylvania Legislative Budget and Finance Committee
2012 Study

Legislative Budget and Finance Committee

A JOINT COMMNITTEE OF THE PENNSYLVANIA GEMERAL ASSEMBLY
Offices: F.oom 400 « Finance Building « Harrishurg » Tel: (717) 783-1600
Nailing Address: P.O. Box 8737 « Hamisburg, FA 171035-8737
Faczimils (717) 787-5487

JAMES F. EREWSTER.
ROBERT B. MENSCH

CHFISTLE TARTAGLIONE The Feasibility of Using
ORI WORIAR Biometric Smart Cards or
Photo ID Cards to Dispense
REPRESENTATIVES Public Assistance Benefits

TMCHRISTLANA Conducted Pursuant to Senate Resolution 2012-322

November 2012




Table of Contents

Summary and Recommendations ...
Introduction . .
Social Service Benefits Accessed Through EBTCards ...

Magnetic Stripe EBT Cards Already Do Much to Prevent and
Detect Certain Typesof Fraud ... . ...

Biometric Smart Cards and Photo IDs Would Likely Face Legal
Challenges, Are Costly to Implement, and Would Provide
Relatively Little Additional Security Against Ildentity Fraud ...

Appendices ..
A Senate Resolution 2012-322
B. SNAP Participation in Contiguous and States Similar to Pennsylvania...
C. Response to This Report.........ooooiiiii e

17
27
28
30
31



Summary and Recommendations

Senate Resolution 322 directs the Legislative Budget and Finance Committee
to study the advantages of biometric smart cards and photo identification cards over
the current magnetic stripe Access cards in preventing fraud and efficiently trans-

ferring payments in the Department of Public Welfare public assistance programs.
We found:

Magnetic stripe EBT cards already do much to prevent and detect certain
types of fraud. DPW's SNAP (Supplemental Nutrition Assistanee Program), TANF
(Temporary Assistance for Needy Families), Medical Assistance, and several small-
er programs already provide benefits through a magnetic stripe EBT card, known as
the Access card. The WIC (Special Supplemental Nutrition Program for Women,
Infants and Children) program still uses paper checks and vouchers, but will be
moving to an electronic system in 2017.

Access cards have significant advantages over paper-based systems because
they create an electronic record of all transactions, which greatly enhances DPW's
ability to detect and investigate potential fraud. The U.S. Department of Agricul-
ture credits the widespread use of EBT cards as instrumental in the decline in
SNAP fraud trafficking from four cents on the dollar in 1993 to one cent on the dol-
lar for the period 2006-2008.

Magnetic stripe EBT cards, smart cards, and photo IDs are limited in their
ability to prevent some of the most common types of fraud. SNAF fraud often
involves a retail store working in collusion with the SNAP recipient. TANF fraud
generally occurs at the point of determining eligibility for benefits (e.g., the recipi-
ent misrepresenting the number of people living in the household or household in-
come), and Medical Assistance fraud typically occurs on the provider side (e.g., bill-
ing for services not rendered or providing services that are not medically necessary).
These types of fraud do not invelve identity theft, so cards that contain photos or
other biometric information on the recipient are not particularly effective counter-
measures.

Smart cards (cards with embedded integrated circuits) do, however, have the
potential to help prevent some types of provider fraud, for example, by requiring an
electronic verification between both the provider's smart card and the beneficiary's
smart card. Such two-way verification procedures reduce the opportunity for phan-
tom billing, a common type of fraud in the Medicaid program, where tests and other
procedures that were never performed are billed to Medicaid.

Magnetic stripe EBT cards are relatively easy to counterfeit, and such
commercial cards will soon be replaced with microchip-embedded smart cards.
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By swiping a valid card through an easily obtained magstripe reader, it is relatively
simple for eriminals to decode the information on the magnetic stripe and make du-
plicate cards that function as the original. Debit cards have an extra layer of pro-
tection (the PIN), but are still vulnerable. VISA, MasterCard, and other major is-
suers of debit and credit eards have taken steps to replace magnetic stripe cards
with smart eards, which are much more diffieult to copy or counterfeit, by 2015.
Virtually all point-of-sale eard reading devices now being sold accept both magnetic
stripe and smart cards.

Photo ID systems are costly to implement and would likely face legal chal-
lenges; smart card systems, though initially more costly than magnetic stripe
cards, are more feasible and will soon be commonplace. Magnetic stripe EBT
cards cost DPW about 3.23 per card. Implementing a Photo ID program would cost
approximately $8 per card. With over 2 million Access cards currently in circula-
tion, the additional cost of photo cards, in particular, is significant. The cost of a
photo ID is also problematic because SNAP recipients often lose (or sell or give
away) their Access cards, resulting in additional costs for replacement cards. Photo
ID cards also require recipients to travel to some type of photo center—presumably
the county asszistance office—which can be a major obstacle, particularly for people
who are elderly or have a disability. New York is the only state we found that ecur-
rently uses a photo ID (for TANF and some Medicaid recipients), and it is in the
process of re-evaluating the cost effectiveness of the photo ID.

In addition to cost considerations, a photo ID program is problematic because
the federal government (1) requires that any member of the household be allowed
to make SNAP purchases and (2) that SNAP recipients be treated no differently
than the store’s other consumers. There is also the practical matter that customers,
including SNAP recipients, generally swipe their own cards at the point of sale. Be-
cause Access cards function as debit cards, rather than eredit cards which use sig-
nature verification, it is likely that a store clerk would never see the photo on the
EBT card.

Several states currently use smart cards (nonbiometric) in their WIC pro-
grams, and the Department of Health plans to move to a smart card system for
Pennsylvania’s WIC program by 2017. Though initially more expensive than a
magnetic stripe card (smart cards currently cost about $1.00 to $1.50), at least some
of these costs can be offset by the lower transaction costs of smart cards, which do
not have to access a central server for every transaction and can electronically man-
age more types of transactions than a magnetie stripe card.

Beyond greater security, smart cards can hold large amounts of information

and offer several advantages over magnetic stripe cards, particularly for programs
such as Medical Assistance and WIC, including:
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« Patient healthcare information and prescriptions can be stored on the
card and updated after issuance, providing up-to-date information when a
patient is receiving medical care from multiple providers or in an emer-
gency situation.

+ Multiple patient identification or patient record identification numbers
can be written to the smart card, facilitating record exchange and assist-
ing with coordination of care among multiple healtheare providers.

= Patient registration and patient information can be accessed at any points
of care, reducing routine paperwork and eliminating errors.

o Inthe WIC program, smart cards can be programmed to pay for only al-
lowable food items and within certain price ranges.

Most states have eliminated fingerprinting as a fraud prevention measure
due to concerns over costs, the inability to determine its effectiveness in prevent-
ing fraud, inconvenience to recipients, and the stigma associated with fingerprint-
ing. A decade ago, at least eight states used mandatory fingerprinting as a tool to
prevent duplicate applications for benefit programs (not at the point of sale). Only
Arizona has retained a fingerprint requirement. Texas used digital fingerprint
traits as a biometric identifier on smart cards (on a voluntary basis) as part of a
Medicaid pilot, but subseguently abandoned the program, in part because it was
unable to determine the extent to which fingerprint identity resulted in reduced
fraud. In 2008, DPW estimated that fingerprint requirement Access cards would
cost more than $55 million in start-up costs and about $12 million annually in addi-
tional staff costs.

Recipients can now apply for many public assistance programs using the
phone or a computer without ever visiting a county assistance office, which would
not be possible with a fingerprint requirement. Additionally, fingerprints have a
negative connotation because they are associated with law enforeement agencies,
and may intimidate people enough for them to avoid participating in the pro-
gram(s).

Recommendations:

1. The Department of Public Welfare monitor the pilot programs being
conducted in other states to test the feasibility of replacing magnetic
stripe Access cards with microchip-embedded smart cards. Smart
cards, although initially more costly than magnetic stripe EBT cards (51-
$1.5 versus 3.23), have certain clear advantages, such as greater security;
lower transaction costs; the ability to manage several programs on a sin-
gle card; and the ability to store potentially life-saving medical infor-
mation (e.g., blood type and known allergies). While the United States is
generally behind Europe in implementing smart cards, this will soon
change as VISA, MasterCard, and other major commercial cards adopt
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smart card technologies and smart card readers become the norm in retail
stores.

Using smart eards to deliver public assistance benefits such as WIC,
SNAP, TANF, and Medicaid all on the same card appears technically fea-
sible, but has not vet been successfully implemented by any state. Even
pilots to implement smart cards for only the Medieaid program have
floundered.

For these reasons, we recommend that, at this point, the Department of
Public Welfare simply monitor the smart card pilot programs being con-
ducted in states such as Texas and North Carolina. If these or other simi-
lar pilot programs are deemed successful and result in statewide imple-
mentation, DPW should then consider conducting its own pilot program as
a way to assess the technical, regulatory, and public acceptance issues
that would be involved in implementing either a biometric or
nonbiometric smart card program in Pennsylvania.

. The General Assembly consider additional funding to the Office of In-

spector General to investigate and prosecute retailers engaged in SNAP
fraudulent activities. The Pennsylvania Office of Inspector General cur-
rently conducts field investigations and prosecutes cases against SNAP
recipients, but not against retail stores. The USDA has given the approv-
al to investigate retailers on the state level and the General Assembly has
enacted the necessary legislation. The OIG's office, however, reports it
has insufficient funding to take on this new role.
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l. Introduction

Senate Resolution 322 of 2012 directed the Legislative Budget and Finance
Committee to study the Commonwealth’s usage of electronic benefit transfer cards
and whether biometric smart cards containing additional identifying information,
such as a photograph or fingerprint, would generate savings through increased effi-
ciencies and reduced abuse.

Scope and Objectives

The study scope and objectives, as defined in SR 322, are to:

1

Identify the costs and benefits of providing each eligible recipient with a
new Access card containing additional identifying information.

Identify the costs and benefits of Access cards with varying degrees of in-
formation which may include the following:

a. photograph;
b. fingerprints; and
c. other personal details of the recipient.

Identify any technology costs associated with the purchase of new equip-
ment and ongoing expenses.

Identify the types of abuse that occur with the Access cards and whether
additional identifying information will stop the abuse.

Eecommend whether any savings generated through enhanced identifiers
offset the costs of Access card modifications.

Methodology

We met with staff from both the Department of Public Welfare (DPW) and
the Department of Health, the administrative entities for public assistance pro-
grams, as well as the Office of Inspector General, which investigates fraud cases
from DPW. We also spoke to smart card industry experts to gather information on
the functionality and security of smart cards. We also spoke to federal officials, and
other interested parties. We also interviewed other state offieials to identify any
states that are using smart card technology.

We reviewed pertinent statutes, regulations, and legislation. We reviewed
both federal and state statisties regarding participation in public assistance pro-
grams in Pennsylvania as well as statisties regarding fraud and fraud investiga-
tions. We also used published reports, ineluding those of the Pennsylvania Office of
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Auditor General, to identify the various types of fraud that occur within public as-
sistance programs and the remedies that are being pursued to reduce fraud.
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Il. Social Service Benefits Accessed Through EBT Cards

In Pennsylvania, recipients of different public benefit programs, such as the
Supplemental Nutrition Assistance Program (SNAP), Temporary Assistance for
Needy Families (TANF), Medical Assistance and Medical Assistance Transportation
Program (MATP)! and Special Allowance, access these benefits through the use of
magnetic stripe electronic benefits transfer (EBT) cards, called Access cards in
Pennsylvania. Additionally, State Supplementary Payments and the State Blind
Pension may be accessed through Acecess cards.? The Special Supplemental Nutri-
tion Program for Women, Infants, and Children (WIC) does not use EBT cards for
distribution of benefits at this time, but the Department of Health (DOH) plans to
move to an electronic system by 20173

EBT Systems

Pennsylvania, like all other states, uses a magnetic stripe EBT card system
to deliver at least some public assistance benefits. Magnetic stripe (or “magstripe”)
cards are commonly used in the United States on credit cards, debit cards, emplovee
badges, government identification cards, publie transport passes, train tickets, cus-
tomer loyalty cards, gift cards, and express payment cards. These cards have a
magnetic stripe made of iron-based magnetic particles that can hold several lines of
information.

The magnetic stripe on a credit card contains three separate tracks of data,
each with a width of about 1/10 inch. The first track contains the eredit card num-
ber, expiration date, account holder’s name, the county in which the card was is-
sued, and 79 additional character spaces reserved for the issuing bank. The second
track contains additional identifying information, plus 40 additional character
spaces. The information in the third track of the magnetic stripe varies depending
on the izzuing bank, but it can include the card’s PIN number (though often PINs
are not stored on the card), authorized spending amount, and the currency units.

When a credit card is swiped through a magnetic reader at a point-of-sale
terminal, the reader obtains the information from the stripe by analyzing the orien-
tation of the magnetic particles embedded in the stripe. This information is sent

1 Although the Medical Assiztance Transportation Program (AMATP) benefit i3 not specifically 13sued on an Ac-
cess card, the medical transportation allowances for individuals living in counties that do not have MATP and
tranaportation needs not covered by MATP can be issued on the EBT card for recipients of TANF, 331 or certain
medical a3sisrance categories.

IDPW also distributes child support payments to custodial parents through a magnetic stripe card as well.
Ahout 35 percent of DPWs clientele receives payments in this manner, rather than direct deposit. The card iz a
branded MasterCard and can be used in retail establishments as well az at ATM=. We did not include more
information regarding this program because it is not a public a3sistance program.

% The federal government has 1ssued a mandate for all states to implement an electronic system for WIC pro-
grams by 2020. See page 16 for further discussion.



through a modem to a company that checks to see if the account is in good standing
and has enough credit available to cover the purchase. Once the card is approved,
the acecount holder can complete the purchase.

Magstripe cards, however, are susceptible to cloning. Magstripe readers and
writers are commonly obtainable, along with software for analyzing data encoded
within the magnetic stripe. By swiping a valid card through a magstripe reader, it
is relatively simple to make duplicate cards that funection as the original. Debit
cards are generally considered more secure than credit cards because they have an
extra layer of protection (the PIN, versus simply a signature on a credit card), but
various methods exist to obtain PIN numbers, so they are also vulnerable.

Recipients Use Magstripe EBT Cards to Access a Variety of
Public Assistance Programs

Pennsylvania’s Access card is a teal green, magstripe card through which reeipi-
ents access a variety of public assistance benefits. Transactions oceur when a recip-
ient is in a store and uses the EBT card for purchases. The information on the
magnetic stripe is accessed over an online network, and the transaction is either
approved or rejected.

Supplemental Nutrition Assistance Program (SNAP): SNAP replaced the
food stamp program, and recipients now use Access cards, rather than paper cou-
pons, to access their benefits electronically for making food purchases. The program
is administered at the federal level by the Food and Nutrition Serviee within the
U.S. Department of Agriculture (USDA) and at the state level by the Department of
Public Welfare. It is funded primarily with federal dollars, with Pennsylvania shar-

ing administrative expenses.

Access cards are issued to a designated household member. Before a card can
be printed, the case must be authorized and a recipient number assigned. The
SNAP program uses three types of EBT cards:

1. Primary Access card: This card establishes the account and the payment
name on the EBT system. County assistance offices must issue this card
first.

2. Secondary card: This card is for another adult who must be an authorized
member of the household and 18 years of age. This cardholder has the
same access to benefits as the primary cardholder and must have the pri-
mary cardholder’s approval

3. Authorized representative card: This card allows a recipient who is una-

ble to use the EBT system because of disability to designate a person to
access the benefits as his or her representative.



DPW deposits the client’s SNAP benefit amount in an access account each
month on a regular payment date. Clients keep their existing Access cards and do
not need to visit a county assistance office to receive the new monthly benefits.

Household members buy food at authorized stores by swiping their Access
cards through card readers at the checkout counter. The store’s point-of-zale (POS)
syvstem connects to the EBT system to check the personal identification number
(PIN) and to confirm that funds are available in the account. The EBT system re-
turns an approval code to the POS system and subtracts the amount of purchase
from the household’s account. The store receives its payment within two business
days. There are no minimum dollar amounts or transaction fees.

Benefits may accumulate in the account. If there is no debit activity for 180
days, the EBT system returns the funds to DPW and suspends the card. The
household may ask to reinstate the returned benefits for up to one year from the
original issue date.

Federal rules establizh eligible purchases under SNAP. Foods that may be
purchased under the program include fruits, vegetables, cereals, breads, meats,
poultry, fish, and plants or seeds that produce food to eat. Items that may not be
acquired under SNAP are beer, wine, or liquor; “ready-to-eat” foods; cigarettes or
tobacco; hot foods; vitamins and medicine; and non-food items such as pet foods,
soaps, paper products, or household supplies.

During FFY 2010, there were 1,574,783 participants in the 3NAP program in
Pennsylvania, comprising 740,186 households for a total of $2.33 billion in benefits ¢
In Pennsylvania, the average monthly benefit per person was $123.43 and the aver-
age monthly benefit per household was $262.61.

Temporary Assistance for Needy Families {TANF): TANF is a block grant
program intended to provide temporary assistance while helping move recipients
into work. Under the welfare reform legislation of 1996, TANF replaced the old
welfare programs known as the Aid to Families with Dependent Children (AFDC)
program, the Job Opportunities and Basie Skills Training (JOBS) program, and the
Emergency Assistance (EA) program.

* The most recent data available from DPW shows that as of May 2012 there were 1,842 683 participants in the
SMAP program. The 12 percent of Pennsylvania‘s population that was receiving 3NAP benefits is in line with
other states, whose participation rates ranged from a low of seven percent in New Jersey to a high of 18 percent
in both Michigan and Weat Virginia. Appendix B shows the number of SMNAP recipients in Pennaylvania and
several other selected states.
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To be eligible for TANF, a Pennsylvania applicant must be a United States
citizen, be a resident of Pennsylvania,? and have resources/assets with a value of
$1,000 or less.® Unless excused, applicants are required to seek a job or partici-
pate in an employment and training program and are required to help complete a
plan for after cash assistance is no longer needed.

TANF provides families with cash assistance benefits that are accessed
through an Access card—the same Access card used in the SNAP program—at au-
tomated teller machines and point-of-sale terminals that accept QUEST. Benefits
are issued twice per month, with one-half of the cash grant on each payment date.
In some cases, the Access card is also used to distribute child support payments to
custodial parents who receive TANF.

According to DPW, as of May 2012, there were 212 544 Pennsylvania families
receiving TANF benefits. Benefit amounts depend on household size and the county
where the household lives, but typically range from about $280 a month for a
household of two living in a low-cost county to about 3500 a month for a family of
four in the southeastern counties. For FY 2011, total funds spent on TANF assis-
tance in Pennsylvania were $1.13 billion.

Medical Assistance (Medicaid): Medical Assistance (MA) is a public health
insurance system with eligibility based on income and other criteria, including
health status. It is jointly funded by the federal and state governments and admin-
istered by the state. Access cards are used by MA recipients to access both medical
and mental health benefits. The Access card is yellow if a recipient receives only
MA benefits and teal green—the same card used for SNAP and TANF—if eligible
for other benefits. If the household is enrolled in a managed care organization
(MCQO), the yellow/green EBT card is no longer used for MA and the MCO card is
the recipient’'s medical card. The Access card is used for medical costs not provided
by the MCO but covered as an eligible service by Medicaid.

Under the MA program, the Aecess card is presented to the medieal provider
at the time of service. The card’s magnetic stripe contains information to identify
eligibility for benefits. The provider uses the eard in conjunction with the Eligibility
Verification J3ystem (EVS) to obtain real-time information on MA eligibility. EVS
is a real time, online system that provides information regarding a recipient’s eligi-
bility for services. EVS can provide verification of present and past eligibility for
benefits. Providers contact the EVS system with a point-of-sale device, computer, or
telephone. EVS then identifies the scope of services covered for the recipient, third-

& Certain non-citizens lawfully admitted for permanent residence may be eligible. Applicant and family mem-
bers must provide Social Security numbers or apply for them.

& An applicant must report all income from employment or from other sources including, but not limited to, child
SUPpOrt, Unemployment compensation, interest, Social Security benefits, or lottery winnings.
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party resource information, managed care plan enrollment, and any restrictions to

services.

As of May 2012, 2,215,488 individuals were being served by the MA program,

or 17.4 percent of Pennsylvania’s population.”

Special Allowances, or Road to Economic Self-Sufficiency through Em-
ployment and Training (RESET): Special allowances are payments made by DPW
for practical supports to enable TANF and SNAP recipients to work or participate

in training programs that will allow them to become more self-sufficient. Recipients

use the Aeccess card to access their benefits, or county assistance offices may issue
checks directly to vendors. Frequency of payments may vary depending if a recipi-
ent is receiving TANF and SNAP or is just a SNAP recipient. Exhibit 1 below
shows the types of expenditures that are allowed under RESET and the maximum

dollar amounts.

Exhibit 1

Work and Work-Related Special Allowances

Type of Allowance

Uses of Payments

Maximum Allowance

Public Transportation Related

Bus, subway, taxi commuter
rail, paratransit

Actual cost up to 51,500
annually

Private Transportation Related

Privately-owned vehicle; volun-
teer car and driver; car or van
pool; moving/relocation costs to
accept employment; motor ve-
hicle repair; motor vehicle ex-
penses, including license, reg-
istration, inspection, etc.

Actual cost up to 1,500
annually, except for mov-
ing/relocation costs to ac-
cept employment, which is
actual cost, up to 3200

Motor Vehicle Purchase

Purchase of a vehicle

Actual cost for ene vehi-
cle, up to $1,500 in a life-
time

Motor Vehicle Insurance

Purchase of insurance

Actual cost up to 31,500 in
a lifetime

Clothing

Clothing as required for work or
work-related activities

Required clothing or actu-
al cost of clothing up to
3150 annually

Work and Training Related Allowances

Tools and equipment; books
and supplies; fees; union dues;
professional fees

Actual cost up to 52,000 in
a lifetime

Source: Developed by LB&FC staff from the Pa Code.

Special allowances are reviewed and approved by DPW staff. Issuance is
entered in DPW's Client Information Svstem (CIS) with a code indicating the type

7 Percentage 13 based on eatimated 2011 Pennsylvania population.
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of allowanee being issued, the amount of the allowance, and the time period being
covered. There are edits programmed for each code so the amounts are not above
the regulated amounts or frequency. The amounts entered are loaded on the card in
an overnight batch and are available the next day. The system also creates a report
to alert headguarters staff of any amounts or frequencies above pre-programmed
thresholds to ensure program integrity.

State Blind Pension: This is a state-funded cash assistance program that
provides pension benefits for adults who meet visual requirements and other condi-
tions of eligibility. The program benefit is a maximum of $100 per month, which is
provided to recipients through either the Access card or via check. DPW reports
that, as of May 2012, only 247 Pennsylvanians received this benefit.

State Supplemental Payments: This program is a payment of $22 10 made
to individuals who receive Supplemental Social Security (53I) disability or age-
based payments from the federal government. Most recipients automatically re-
ceive the S3P after becoming eligible for 35I. All 35P recipients are seriously disa-
bled or over the age of 65. Although the Commonwealth typically distributes the
58P through direct deposit, some recipients receive the payment through an Access
card. In FY 2010-11, approximately 390,000 recipients received state supplemental
payments in the amount of $3.2 million.

Special Supplemental Nutrition Program for Women, Infants, and Children
(WIC): WIC is a program of the Pennsylvania Department of Health with funds
from the U.S. Department of Agriculture. The purpose of the WIC program is to
safeguard the health of low-income women, infants, and children up to age 5 who
are at nutrition risk by providing nutritious foods to supplement diets, information
on healthy eating, and referrals to health care.

Currently, WIC recipients do not receive benefits through EBT cards; howev-
er, DOH is moving toward the use of an electronie means for delivery of benefits. In
March 2011, the USDA issued a policy memorandum that mandates each state
agency implement an EBT system by October 1, 2020, unless granted an exemption
by the U.3. Secretary of Agriculture. Each state that does not already use EBT for
WIC must file a status report to the USDA’s Food and Nutrition Service (FINS),
which officials at DOH have informed us that they have completed. DOH informed
us that they are reviewing newer technologies and how to integrate them into the
WIC program. The department intends to issue an RFP and expects to be in com-
pliance with the federal mandate by 2017.

The USDA reported 254,507 participants in the WIC program in Pennsylva-
nia as of March 2012, In FY 2011, total food costs in Pennsylvania were
$161,926,535, with the average monthly benefit per person heing 352.32.
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lll. Magnetic Stripe EBT Cards Already Do Much to Prevent
and Detect Certain Types of Fraud

Magnetic stripe EBT cards have helped reduce fraud and theft in social wel-
fare programs because (1) the user must know the participant’s PIN to access bene-
fits and (2) EBT systems provide an electronic record of transactions which greatly
enhances the ability to monitor transactions and detect potential fraud. Other
forms of fraud, particularly those involving the provider or provider/beneficiary col-
laboration, can still occur with an EBT card. But even biometric smart cards and
photo IDs are limited in their ability to prevent these types of fraud.

According to DPW officials, EBT has aided in fraud reduction in the following

Ways:

¢ Prior to EBT, coupons were issued for food stamps, which meant that if
the coupons were sold or exchanged, the recipient could still receive cash
assistance. By having both benefits accessed on one card, this becomes
more difficult, so there is an inherent deterrent from selling the card
which may have cash benefits on it.

* EBT cards have reduced fraud with the inherent ability to track a card
and its use, unlike coupons which could not be tracked. Tracking allows
both retailers and clients to be monitored for suspect behavior.

» Food stamp coupons were not issued in amounts lower than $1.00 incre-
ments. Any purchase under a dollar was given change in U.S. currency.
Recipients would purchase small items and collect the change for pur-
chase of unallowable items like cigarettes or liquor. Because of EBT,
change is no longer given and this type of activity cannot occur without
collusion with a retailer.

In addition to DPW’s response, we reviewed various other reports to identify
the common types of fraud in the major public assistanee programs:

SNAP Trafficking: Trafficking of SNAP benefits occurs when benefits are ex-
changed for cash or consideration other than eligible food. According to the USDA,
such trafficking is not a direct cost to the federal government, but it does divert
benefits from their intended purpose. Trafficking typically oceurs when a recipient
sells his or her EBT card for less than the available benefits. Cards may be sold to
individuals, but often retailers buy the cards from recipients. Cards may also he
listed for sale on the Internet and on websites such as EBay or Craig's List. The
USDA is aware of this practice and has sent letters to both companies asking for
their help in preventing the sale of EBT cards over the Internet. The USDA has al-
so contacted Twitter and Facebook for the same reason.
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In March 2011, the USDA issued a report, The Extent of Trafficking in the
SNAP Program, which included data from 2006-2008. The data shows that the
SNAP trafficking rate has declined over the past two decades, going from four cents
on the dollar in 1993 to one cent on the dollar for the period of 2006-2008. The
USDA cites the use of EBT systems as instrumental in combating fraud. Because of
the data that is available from EBT systems, a trail of transactions can be readily
followed that was not available with the paper food stamp system.

The estimates of trafficking in the report are based on information from
about 38,000 stores subject to administrative surveillance or undercover investiga-
tion from 2006-2008, with both focusing on retailers that exhibit suspicious behav-
1or. The report included several findings:

e Trafficking diverted an estimated $330 million annually from SNAP bene-
fits, with trafficking oceurring at 8.2 percent of all stores.

e A variety of store characteristics and settings were related to the level of
trafficking. Large stores accounted for 87.3 percent of all SNAP redemp-
tions and accounted for about 5.4 percent of trafficking redemptions; a .06
percent trafficking rate compared to 7.7 percent in small groceries.

¢ The total annual value of trafficked benefits increased. but at about the
same rate as overall program growth.

Given that Pennsylvania recipients were issued $2,332,575,204 in SNAP
benefits in FFY 2010, if the rate of fraud trafficking is the same here as it is nation-
ally, it would translate into about $23 million being diverted because of trafficking.

Replacement Cards: If a recipient sells, loses, or gives away an Access card,
he or she can request a replacement card. According to DPW, when an Access card
is replaced, the replaced card is deactivated and cannot access the client’s account
and any benefits remaining on the account will be available immediately after the
replacement card is pinned. Thereafter, any benefits due will be available on the
regularly scheduled payment date. The USDA has recognized that multiple re-
placement cards are a red flag for fraud and is taking steps to address this issue.

In particular, the Food and Nutrition Service within the USDA has issued a
proposed rulemaking to further aid in combating EBT card fraud. The rulemaking
would amend the rules regarding the replacement of EBT cards as well as the defi-
nition of trafficking. The new rules would allow states to ask recipients for an ex-
planation if replacement EBT cards are requested too often. States may determine
this threshold, but they must allow at least four replacements within 12 months
prior to the current replacement request. This would be the case unless the state
agency has sufficient additional evidence indicating suspected intentional program
viclations. The proposed rules also would clarify the definition of trafficking to in-
clude the intent to sell benefits in cases where an individual makes an offer to sell
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benefits and/or an EBT card online or in person. This will allow states to pursue an
intentional program violation against the individual who made the offer now with-
out there having to be a completed sale.

DPW reports it is also reviewing excessive issuances of replacement cards. In
Light of the new federal rulemaking regarding replacement cards, the department
has formed a working group that meets on a weekly basis to develop a procedure to
find solutions to this issue and find a process that will work. A DPW official told us
that the department is currently proposing targeting those recipients that receive
four or more cards within a six-month period.

When the federal rulemaking becomes final, DPW will have to make other
adjustments as well, such as working with the EBT contractor to develop a method
of suspending SNAF accounts while not affecting cash benefits; suspending cases
that have received the limit of cards; and developing new notices to be sent to recip-
ients informing them of the new process, alerting them when benefits are being
suspended, and informing them of the actions they must take for a card to be reis-
sued.

Out-of-State Use of SNAP Benefits: The Pennsylvania Auditor General’s Of-
fice issued a report, A Special Report of the Department of Public Welfare: Electron-
ic Benefits Transfer Cards and the Delivery of Public Assistance Benefits, in Sep-
tember 2011. One of the issues that the Auditor General's office suspected, but
could not confirm, was that non-Pennsylvania residents were receiving benefits 2

Subsequent to this report, DPW conducted its own study of recipients who
were flagged based on three months of exclusive use in a non-contiguous state. In
May 2012, DPW issued the results of its review, which found 653 cases (of the 1,123
caszes that were reviewed), or 58.1 percent, that were closed as a result of the re-
view, meaning the recipients were removed from the program.

In addition, in February 2012, county assistance offices began to conduct
monthly residence reviews for those recipients who completed all EBT transactions
in the past three months in a non-contiguous state. DPW eventually intends to ex-
tend the program to contiguous states.

Fraud Responsibilities and Investigations: Responsibility for detecting and
investigating fraud is the responsibility of both federal and state governments. At
the federal level, FINS mainly pursues retailer fraud. At the state level, DPW and
the Office of Inspector General mainly pursue recipient fraud.

& According to the report, DPW was unwilling to provide the necessary documentation to the Auditor General’s
office to confirm these findingz.
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USDA Fraud Prevention Efforts: The USDA requires each state ageney (in
Pennsylvania’s case, DPW) to be responsible for conduecting quality control reviews
as part of its reporting system. Reviews are to be conducted to determine if house-
holds remain eligible and are receiving the correct amount of benefits.

In order to combat fraud, the USDA:

s (Conducts fraud investigations.

s Tries to control trafficking by using SNAP purchasing data to identify
suspicious transaction patterns, conducting undercover investigations,
and collaborating with other investigative agencies.

e Uses the electronic audit trail from transactions to identify trafficking or
suspicious activity. The Anti-Fraud Locator using EBT Retailer Transaec-
tions (ALERT) system monitors electronic transaction activity and identi-
fies suspicious stores for analysis and investigation. The system identifies
high-risk retailers based on patterns in transaction data commonly asso-
ciated with trafficking.

s Works with state law enforcement to provide benefits that are used in
sting operations.

The USDA is also actively pursuing fraud invelving retailers that submit
fraudulent applications to redeem SNAP benefits at a location where their authori-
zation to receive SNAP payments was previously revoked. To combat this, the
USDA is increasing documentation requirements to verify identity and ensure
business integrity and researching high-risk stores using tax and business data-
bases. A high-risk store is one that is located at the site of a previously disqualified
store. There are also criminal penalties for falsification.

Officials at the FNS informed us that, when actions are taken against fraud-
ulent retailers, the agency informs the state administrative entity so that the state
may review other transactions at those retailers. Several financial institutions
have also reported owners/operators of licensed stores with unusual activity, partie-
ularly stores receiving large volumes of food stamp related credits and making sub-
sequent large cash withdrawals from their accounts.

State Fraud Prevention Efforts: DPW reviews reports from the EBT vendor
each month. The three areas on which DPW concentrates that can indicate fraud
are even dollar transaction amounts, high dollar transactions, and out-of-state
transactions.® DPW reports to the Office of Inspector General (OIG) any instances
when an account’s subtotal over a three-month period is $500 or greater at the same
store. Reports of anomalies are forwarded to the OIG every month.

% As stated above, DPW 13 al3o concentrating on reviewlng excessive numbers of replacement Access cards.
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OIG reviews these cases for SNAP and, where appropriate, eonduets field in-
vestigations and prosecutes cases, either civilly or eriminally. OIG also conducts
investigations for TANF and MA. The OIG receives referrals from both DPW and
the public, which can be up to 16,000 complaints per year, about a quarter of which
result in an investigation. Field investigations assist DPW to administer benefits
appropriately. For example, they might get a tip that a husband, who was previous-
Iy recorded as unemployed, now has a job but has not reported the change in house-
hold income. OIG will investigate and forward the information to the case worker
to determine if the recipient should be prosecuted. OIG also reviews overpayments
to determine if they were fraudulent or not (if the overpayment is under $10, no col-
lection efforts are pursued).

In addition, although investigating and prosecuting retailers has traditional-
Iy been a federal responsibility, the USDA is working with the Pennsylvania OIG to
approve the state also investigating retailers on the state level According to an
0IG official, currently the OIG works in conjunction with the USDA-FNS and the
USDA-OIG to pursue recipient investigations, with the USDA’s role being to inves-
tigate the retailer. There are certain parameters that must be met for the USDA to
approve the state to begin eonducting investigations on the retailers, one of which is
to have a state statute for SNAP trafficking fraud, which Pennsylvania has at 18
Pa C3.A §7313. Additionally, the USDA must approve a formalized plan which,
upon approval, the PA OIG would be able to engage other Commonwealth law en-
forcement entities to investigate retailer SNAP trafficking, with the OIG acting as
lead agency. The OIG is in discussions now with the USDA to create such a plan for
approval, but the OIG reports facing difficulty in implementing this plan due to lack
of funding for additional staff to take on the new role.

As shown in Exhibit 2, 28,475 fraud investigations occurred in the Common-
wealth in FFY 2010, the large majority of which (24,591) were pre-certification in-
vestigations, which occur before an applicant is deemed eligible to receive benefits.
Pre-certification investigations!? prevent fraud at intake and before a dollar loss can
occur and can result in hearings or prosecutions that lead to a client’s disqualifica-
tion from the program. The remainder of the investigations consisted of post-
certification investigations,!! which can result in an administrative disqualification
hearing or prosecution. This in turn can lead to disqualification of the individual
who committed an intentional program violation and the establishment of a claim to
recover the overissuance. The USDA shows $2.567.604 in fraud dollars determined
by post-certification investigations in Pennsylvania. Exhibit 2 also shows investiga-
tion figures for selected other states.

10 Pre-certification investigations are those that occur before a person is certified to receive SNAP benefits. In-
vestigators assist in front-end detection by acting on referrals in suspicious cases and probing more desply into
a client’s clrcumstances.

1 Poat-certification investigations are those that occur after a reciplent has been receiving SNAP hensfirs.
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The OIG's Bureau of Fraud Prevention and Prosecution investigates and
prosecutes welfare fraud on behalf of DPW. This is for not just the SNAP program
but also for TANF, Medical Assistance, Long-Term Care, LIHEAP, Subsidized Child
Care Program, and MATP. The OIG does not break out operating data for each of
these programs but reported to us that nearly $15 is recovered in cost savings and
collection for every dollar spent by the Bureau on welfare fraud investigations and
prosecutions. (For benefit programs that are partially or fully funded by the federal
government, the savings generated by enhanced fraud efforts do not necessarily ac-
crue to the Commonwealth.)

Additionally, in Pennsylvania it is a crime under 18 Pa.C. 5 A §7313 to make
an unauthorized sale or exchange of federal food stamps, coupons, or SNAP Access
cards to be used in exchange for unauthorized merchandise. The crime is a third
degree felony if amounts involved are $1,000 or more, or a first degree misdemeanor
if less than $1.000.

TANF Fraud: TANF recipients use Access cards to obtain cash benefits at
ATM machines and at any retailer’s point-of-sale devices that accepts QUEST.
TANF fraud may occur in various ways. A recipient can:

s Dlisrepresent circumstances in order to be eligible for or to receive more
benefits than would be received based on actual circumstances. This in-
cludes misrepresenting who is in the household; the income of people in
the household; living expenses; or other circumstances that impact eligi-
bility and monthly benefits.

s Receive more benefits than eligibility allows, and it appears that the re-
cipient either made an intentional misstatement about living circum-
stances that caused the incorrect benefits or intentionally failed to reveal
information that impacts eligibility.

s Receive duplicate benefits from another state.

Given the nature of most TANF fraud—that it occurs at the point of deter-
mining eligibility for benefits—there appears little opportunity for magstripe EBT
cards, smart cards, or photo IDs to assist in preventing or detecting this type of
fraud. DPW officials agreed that, because TANF fraud i= mainly committed at ap-
plication, it is unlikely that additional identifying information on an EBT card
would have any significant impact.

Medicaid (Medical Assistance) Fraud: A National Health Law Program fact
sheet regarding the use of smart cards in Medicaid programs estimated that only
about 10 percent of the total Medicaid fraud is by recipients and that 80 percent is
committed by medical providers, with the remaining 10 percent by others, such as
insurers. Examples of provider fraud include: billing for services not actually per-
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formed, billing for a more expensive service than was rendered, billing twice for the
same service, or providing medically unnecessary servieces.

As such, the type of fraud most frequently committed in the MA program is
not likely to be prevented with a card that only provides enhanced information
about the recipient. The DPW officials we spoke to agreed that there is much more
fraud on the provider side and that additional identifying information on the Access
card would not address this problem.

To combat provider fraud, every state has a Medicaid fraud control unit
which, in Pennsylvania, is housed within the Office of the Attorney General 12 The
main foeus of this unit concerns providers such as physicians, dentists, mental
health clinics, drug and alcohol elinies, hospitals, and health maintenance organiza-
tions. The unit is funded with 75 percent federal dollars and 25 percent state dol-
lars.

WIC Fraud: One form of WIC fraud involves deception through concealment,
where the participant knowingly misstates or covers up information or falsifies reec-
ords in order to misleadingly receive more benefits than entitled. WIC fraud can
also take two other forms, called trafficking and dual participation. Trafficking is
where a participant illegally exchanges WIC benefits for cash or non-food items
from a retailer or another individual; dual participation entails a participant simul-
taneously receiving benefits at more than one WIC local agency.

As with SNAP, retailers can also participate in WIC fraud by buying WIC
checks for cash, accepting WIC checks for food that is not approved, accepting WIC
checks as payment for past purchases, accepting WIC checks for credit, accepting
WIC even though the retailer is not WIC authorized, and overcharging for WIC
food.

As noted previously, in Pennsylvania, WIC recipients receive their benefits
through paper checks and vouchers, not EBT cards. In 2010, the Department of
Health issued a Technology Recommendation Paper assessing the possibility of us-
ing either a magstripe EBT or an offline smart card system for distributing WIC
benefits. The paper recommended that the WIC program in Pennsylvania adopt an
offline eWIC system where recipients are issued a smart card imbedded with a mi-
crochip. The microchip holds the WIC benefits information, which iz acceszed by
the store ecash register without requiring a network to access a centralized database
at the time of the transaction. DOH plans to implement such a system by 2017.

12 Recipient fraud 1s generally left to local district attorneys to prosecuts.
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IV. Biometric Smart Cards and Photo IDs Would Likely Face
Legal Challenges, Are Costly to Implement, and Would Pro-
vide Relatively Little Additional Security Against Identity
Fraud

While biometric smart cards (e.g.. cards containing a digital fingerprint) and
photo IDs provide an additional degree of security from identity fraud, they also
present substantial legal, financial, and practical challenges.

Smart Cards

The term “smart card” is generally used to describe a pocket-sized card with
embedded integrated circuits. Smart cards can store information, carry out local
processing on the data stored, and perform complex caleulations. These cards can
be either “contact” cards (which require a card reader) or “contactless” cards (which
use radio frequency signals to operate). Biometric smart cards are cards that con-
tain digital information, typically fingerprint traits, which can recognize and au-
thenticate the cardholder’s identity.

Smart cards with embedded microprocessor chips contain an operating sys-
tem and one or more applications. Rather than simply housing static data as the
magnetic stripe cards do, smart cards can interact with terminals and exchange in-
formation that validates both the card and the terminal Smart cards also include
various security measures to reduce eounterfeiting and the fraud that frequently
occurs with lost or stolen magnetic stripe cards.1® Smart cards that are lost or sto-
len can be deactivated by a central server sending the information to all authorized
vendors, but changes to benefits typically requires the physical presence of the card
(and cardholder). For a public assistance card, this would presumably occur at a

WIC clinic or DPW county assistance office. In contrast, with magnetic stripe cards,

benefits can be modified directly on the central EBT host without the card or card-
holder being present.

Smart cards differ from magstripe EBT cards in that the mierochip in the
card contains a recipient’s benefits information and is accessed by the store cash
register terminal without requiring a network at the time of the transaction. This
means a recipient can still shop in the event that the network is down, whereas
magstripe EBT cards require that the store be able to make a network connection.
In contrast, smart card readers typically communicate with host servers once a day

15 For additional information, see “What Makes a Smart Card Secure™ by the Smart Card Alhance, October
2008.
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in batch mode, which has much less stringent requirements for uptime and re-
sponse time than does an online interface.

Although smart cards are not currently in wide use in the United States, sev-
eral major credit eard issuers, including Visa and MasterCard, have announced
their intention to move to smart card systems ¢ which will be accompanied by a

shift in fraud liability in October 2015, Currently, if fraud occurs with a eredit card,

Lability for that fraud is shared between merchants and card issuers. Beginning in
October 2015, if merchants do not have smart eard readers to process their custom-
ers purchases, the liability for fraud will lay 100 percent with the merchant. If the
merchant is equipped with a smart card reading device, however, card issuers will

assume 100 percent liability.

An industry representative informed us that many point-of-sale card reading
devices can be configured to accept both EBT cards and smart cards and that those
types of readers are the only ones that are being manufactured at present.!® These
readers cost approximately $150 each.

Use of Smart Cards in Public Assistance Programs

We were unable to find any U.S. state that currently uses smart card tech-
nology on a statewide basis to provide social service benefits in the SNAP, TANF or
Medicaid programs. Some states (e.g., Wyoming, Texas, and New Mexico) do, how-
ever, use smart cards (nonbiometric) in the WIC program. Legal restrictions, tech-
nology challenges, and costs are all key obstacles to the wider use of smart card
technology in public benefit programs.

Legal Restrictions and Smart Card Initiatives in Other States: Under fader-
al law each state’s EBT system for SNAP benefits must be interoperable and porta-
ble. This means beneficiaries must be able to use their cards in every state. Two
states, Ohio and Wyoming, were given federal exemptions to the “interoperable and
portable” requirement because hoth of these states were using or in process of im-
plementing smart cards for their SNAP programs before the mandate. Both, how-
ever, have since abandoned their smart card systems and are using magstripe EBT
cards.

In Ohio, the same type of card was already being used in the WIC program.
The cost of the smart card program was not an initial concern. To address inter
operability concerns, Ohio was willing to purchase card readers for vendors in

1# An industry representative informed us that some U.3. card issusrs are already starting to issus smart cards
to select groups of their customers, especially those that travel often to Europe, where smart cards are preva-
lent.

15 The representative of one smart card system manufacturer told us that Wal-Mart has upgraded to the dual
point-of-zale card readers that can read both EBT and smart cards.
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adjacent states that expressed interest. However, interoperability problems and the
cost of smart cards became a concern, and they abandoned the projeet. Ohio now
uses magnetic stripe cards to distribute SNAP benefits.

The Wyoming WIC program was also using smart cards when the state
agreed to be a pilot state for using smart cards for SNAP benefits. An official there
said that they liked the smart cards because of their versatility and security fea-
tures. However, Wyoming also abandoned smart cards for the SNAP program due
to cost factors and incompatibility with other states.

As of May 2012, Wyoming, Texas, and New Mexico had established statewide
programs of smart card usage for the WIC program. In Georgia and New York, leg-
islation was introduced to initiate smart card programs, but never passed. In 2004,
Texas initiated a pilot program using biometrie (fingerprint) smart cards in its Med-
icaid program, but the program was never implemented statewide, in part because
it was unable to determine the extent to which the pilot program actually reduced
recipient identity fraud. Texas opted to use magnetic stripe cards instead 1¢

In North Carclina, legislation mandated smart card use for Medicaid recipi-
ents in the state 17 The Division of Medical Assistance within North Carolina’s De-
partment of Health and Human Services is in the process of developing the RFP for
a smart card system. The system will first begin with a pilot program, with imple-
mentation intended for the whole state. Vendors must show that their smart card
systems will be compatible to add other public assistance programs should the state
decide to do so in the future.l® A state official informed us that the program is de-
signed to reduce fraud and abuse by eliminating phantom billing and ensuring that
the person on the card is the recipient receiving care with an as yet undetermined
biometric.

Smart Card Costs May Exceed the Additional Security Benefits Derived.
One of the most obvious benefits of smart cards is the security they offer over mag-
netic stripe cards. Magnetic stripe cards can be easily altered, rewritten, or cloned.
While PIN numbers provide a degree of protection, oftentimes people choose PIN
numbers that are easy to guess (e.g., their birth date). Thieves can also obtain PIN
numbers through false keypads, cameras focused on the keypad, or simply by ob-
serving an unsuspecting user at an ATM or other devise. Although smart card us-
ers also typieally use PIN numbers, the account and other information is stored in a

15 In 2011, the Texas General Assembly passed a bill (HE 2292) mandating the Human and Human Services
Commisszion conduct a study of the effectiveneasz of advanced identification technologies including biometrics
and amart cards, in six Texas counties. HHESC contracted with International Biometric Group to conduct this
study.

17 In North Carolina, the original bill included requirements for hoth fingerprints and a photo on the smart card,
but the final bill did not include those requirements.

15 Vendaors will alzo have to demonstrate how syatems will be implementsd, 1.2, how prepared providers are to
use recipients’ smart cards.
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chip on the eard, which makes it much less susceptible to being cloned or copied,
and the chip itself has additional security measures to prevent unauthorized use.

While the enhanced security features of a smart card are significant for com-
mercial cards and aceounts, stealing information off the magnetic stripes of EBT
cards used to distribute public aszistance benefits would appear to be a less attrac-
tive target for criminals. Criminals who steal from a commercial debit card can po-
tentially withdraw thousands of dollars from an ATM machine or make thousands
of dollars in store transactions before the card is reported stolen or the bank notices
the potential theft. Public assistance cards, on the other hand, tvpically have rela-
tively low amounts available for cash withdraws (maximum monthly TANF cash
assistance benefits are typically in the $300-$400 range), and SNAP cards can only
be used to purchase food, again at relatively low dollar amounts (typically in the
$200-$300 per month range).

Also, as noted previously, much of the fraud in the SNAP, TANF, and MA
programs is committed at the point of determining eligibility or by the participating
store or provider. More secure recipient identity cards would do little to prevent
these types of fraud. However, smart cards, if also issued to providers, do have the
potential to deter certain types of provider fraud. For example, the Medicare
Common Access Card Act of 2011 (3. 1551 and H.R. 2925) would establish a pilot
program to develop a secure Medicare card using smart card technology to protect
seniors’ personal information, prevent fraud, and speed payment to doctors and
hospitals. The Secure ID Coalition estimated that upgrading the Medicare system
with smart eard technology could save American taxpayers 330 billion or more per
vear in fraud and waste reductions. According to the Coalition, the key to prevent-
ing fraud is that both the beneficiary and the health care provider or supplier would
have to present their Medicare Common Access Card (CAC) for a transaction to be
verified; simply having the beneficiary’s name and Medicare number would not be
sufficient to bill Medicare. By healthcare providers and suppliers facing more
stringent identity verification measures, such as identity checks, fingerprints, and a
secure digital photograph encrypted in the provider or supplier ID card, fraudulent
billings can be reduced.

We zpoke to both an organization that represents the smart eard industry as
well as a manufacturer of smart cards and smart card systems to assess the likely
cost of a smart card system. Although the cost of smart cards is lower than the cost
of the photo cards (discussed below), they still would be significantly more expen-
sive than the 5.23 cost of each EBT card issued in Pennsylvania. Both of the repre-
sentatives with whom we spoke estimated that each smart card would cost approx-
imately 31 to $1.50, or about 5 to 7 times more expensive than the current Access
card. Also, smart card readers cost about $150 each, which would be an additional
expense to stores that do not already have smart card readers. The cost to purchase
cards and readers would be only part of the costs of actual implementation, and the

20

XXVi



investment required to migrate to an infrastructure capable of supporting a smart
card with a microchip would be substantial We, however, were unable to estimate
the total costs of such a system.

Additionally, smart card standards are still evolving, and a change in eard
capabilities ean lead to significant reprogramming of the devices that interface with
the card. Use of this technology is new in most retail environments and will require
technology integration and vendor training.

Use of Biometrics

Various biometric data has been suggested to use on EBT cards to enhance
their security. Senate Resolution 322 specifically cited the study consider the feasi-
bility of photographs and fingerprinting in connection with issuance of benefits and

EBT cards.

Photos on EBT Cards: Federal law allows states to require an EBT card to
contain a photograph of one or more household members. However, if an agency
does adopt this requirement, it must “establish procedures to ensure that any other
appropriate member of the household.. may utilize the card ™

Pennsylvania is among several states considering using photographs on EBT
cards. Section 414 of the Public Welfare Code authorizes DPW to create, in geo-
graphic areas where the department determines it to be cost effective, the Assis-
tance Recipient Identification Program. The program would require any person
currently receiving or applying for assistance to participate. The program would
identify a recipient using “available technological means™ that may include two-
digit finger imaging. HB 392 would add a requirement to place a photograph on
each EBT card and any other benefit card.

Other states are also considering legislation to introduce photos or other bio-
metrics on their EBT cards. Maine would require a photo of the head of household
on EBT cards and restrict use of the card to the head of household. Minnesota
would require the same and, along with Idaho, also require the head of household to
show separate photo identification. Illineis, Michigan, and North Carclina would
require a photo on the card and allow the head of household and one other perzon to
use the EBT card. Arizona would require the head of household photo and restrict
use to that person, as well as requiring additional identification. Legislation in
New Hampshire would require a SNAP photo identification card, separate from the
EBT card that could be used by any household member. Another Idaho proposal
would require each SNAP household to have an identification card listing names
and authorized representatives along with birthdates that would have to be shown
at a retailer’s request. Most of these proposals, however, would not appear compat-
ible with either the federal requirements that any member of the household may
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use the EBT card for SNAP purchases or the requirement that SNAP recipients are
to be treated no differently than other consumers.

When we spoke to DPW about using photos on EBT cards, officials there indi-
cated that the cost of putting photos on cards would be higher than any fraud redue-
tion that could be realized. DPW also noted that currently any member of the
household can legally use the Access card for purchases. A photo would jeopardize
this convenience, and could violate a federal rule that states that retail food stores
may not single out EBT users for special treatment in any way. DPW also noted
that because retail clerks rarely handle cards at the point of sale (customers gener-
ally swipe their own cards at stores), it is unlikely the store clerk would ever see the
photo on an EBT card.

The cost of producing photo EBT cards is a major obstacle, as it is much high-
er than the cost of either magnetic stripe or smart cards. Based on New York
State’s current contract, DPW estimates that photo cards for benefits recipients in
the Commonwealth would cost about 38 each depending on the volume and type of
card chosen. DPW currently has over 2 million Aceess eards in circulation, so if
each one was replaced with a photo ID eard, costs could be in the range of $16 mil-
Lion. Regardless of the type of card, there are additional administrative costs, which
are currently $3.41-53.64 in Pennsylvania, depending on whether the card is issued
from a county assistance office or issued from a central location by the state’s EBT
vendor.

The State of New York opted to put photos on cards for TANF and some Med-
icaid recipients and expected that photos could be a deterrent to fraud. An official
told us that the state is in the process of reviewing the use of photographs on its
EBT cards.

Fingerprinting: Biometric recognition refers to automated methods to accu-
rately recognize individuals based on distinguishing physiological and/or behavioral
traits through a pattern-matching system. Technologies used in biometrics systems
include recognition of fingerprints, faces, vein patterns, irises, voices, keystroke pat-
terns, and signature dynamies. Of these, digital fingerprint recognition is most
common. In addition to costs, drawbacks of biometric systems include their per-
ceived invasiveness and the risks that can emerge when biometric data is not

properly handled.

A National Health Law Project report states that federal policy requires that
for a state to use finger-imaging procedures as part of Medicaid programs it must
demonstrate that the procedures will be (1) cost effective and efficient in addressing
a particular identified problem, (2) administered in a way that will minimize deter-
rents to enrollment and ongoing access to benefits for eligible individuals, and (3)
more effective than other procedures. Also, anticipated savings cannot be achieved
from eligible participants being deterred from applying for or retaining coverage
as a result of the procedure. Finally, states must demonstrate that less intrusive
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procedures would not adequately address the problem and that the finger imaging
technology will be implemented in a manner that is not likely to deter eligible indi-
viduals from applying for or eontinuing to receive benefits.

A decade ago, at least eight states used mandatory fingerprinting as a tool to
prevent duplicate applications and reduce food stamp fraud. This biometric has
been generally used when an individual applies for public assistance to ensure that
the person is not applying for duplicate benefits. Texas eliminated its fingerprint
requirement in 2011, and California ended it as of January 2, 2012. New York elim-
inated this requirement in 2007, citing it as a stigma to those applying for and us-
ing benefits, but granted an exception to New York City. Arizona, however, contin-
ues the practice.

Texas is noteworthy because it conducted a pilot program using stored digital
fingerprint traits on a smart card as part of a voluntary program in six counties in-
volving approximately 228 000 Medicaid recipients. At the time of service, reeipi-
ents showed their smart cards to the providers who inserted the cards into point-of-
service devices that accessed the encrypted data contained on the cards. The recipi-
ents then placed an index finger on a biometric scanner which compared their actu-
al fingerprint with the traits stored on the card. If the fingerprints matched the
traits, the recipient’s Medicaid eligibility was verified. However, the evaluation of
the pilot program was unable to determine the extent to which the fingerprint pro-
cess actually reduced recipient identity fraud, and the biometric smart card was
dropped in favor of a magnetic stripe card.

According to a Governing.com article, eritics of fingerprinting say it is too
costly for governments and has never been a proven deterrent of fraud. And with
many more people becoming eligible for assistance programs, the elimination of fin-
gerprinting helps governments to process applications more quickly, thus saving
money in staff resources and delivering assistance more quickly.

A literature review by the Food Research and Action Center found that
“stigma surrounding assistance programs has long been identified as a barrier to
participation in the Food Stamp Program.™® To help reduce stigma, federal SNAP
regulations prohibit retail food stores from singling out EBT users for special

¥Negative perceptions of the program can lead to embarrassment or shame in inguiring or applying for food
stamps, participating in the program, or using benefits at grocery stores. Rezearch shows that stigma can deter
new or potential applicants, cause dissatisfaction among participants, and even contribute to participants’ exit
from the program. These wide-ranging effects reflect stigma’s presence in many aspects of the application and
usage processes. In fact, the U3, Government Accountability Office (GAQ) found that stigma plays a major role
in four of the five major steps to applying for and using food stamps. Many eligible nonparticipants did net
want either to be seen shopping with food stamps, people to know they needed financial help, or to go to the wel-
fare office. Most eligible nonparticipants simply did not want to rely on government assistance. Persons who
had previously received food stamps alzo report various experiences with stigma related to the food stamp pro-
gram, such as being treated disrezpectfully either when using food stamps in a ztore or when they told people
they received food stamps. Some went out of their way to shop at a store where nobody knew them or made
other efforts to hide that they received food stamps.
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treatment in any way.20 The FRAC Report also noted that fingerprinting is prob-
lematic because it deters many legitimate food stamp applicants. Several reports
indicated that fingerprinting can deter applicants for several reasons, including:

¢ a USDA publication found that fingerprinting was one of five factors with
a definitely negative effect on participation;

e an Urban Institute study found that this effect was stronger on female-
headed households with children, where participation dropped by 4.3 per-
cent;

¢ a GAO report found that advocates saw fingerprinting as a barrier be-
cause it potentially requires applicants to make another trip to the assis-
tance office;2! and

¢ another USDA study found that seniors feared the intrusiveness of the
fingerprinting requirement.

Additionally, outside of the SNAP context, a 2012 fact sheet developed by the
National Health Law Program indieated that biometric proposals also would stig-
matize Medicaid recipients by making them stand out in publie settings. The
NHLP reported that there is generally a negative public perception around finger-
prints because they are used by law enforcement agencies and may intimidate qual-
ified people enough to keep them away from the Medicaid program.

The FRAC report also stated that it is unclear whether fingerprinting sys-
tems are cost effective or that fraud has been deterred enough to justify the ex-
pense. In California, the system initially cost $31 million and a further $11.4 mil-
Lion each year for continued operation. DPW estimated that fingerprinting for re-
cipients of TANF, SNAP, and MA would cost more than $55 million for upfront and
implementation expense, with additional staff costs of about $12 million annually,
some of which would be due to elimination of online enrollment.

Virginia attempted a pilot program to require fingerprinting for Medicaid
cards, but it has not been implemented, at least in part, because it depended on fed-
eral money that they did not receive. Moreover, the Centers for Medicare and Med-
icaid services determined that the biometric requirement would violate the Mainte-
nance of Effort (MOE) requirements of the American Recovery and Reinvestment

T CFR §278.2(h).

1 Traveling to the food stamp office can add to the costs associated with the application and recertification pro-
cessez becausze transportation to the office 12 not always easy to arrange, and limited office hours can create ob-
stacles for working households. The abilicy not to enter an office 13 especially important for seniors, individuals
with dizabilities, and working families.
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Act of 2009 and the Affordable Health Care Act 22 Under the Maintenance of
Effort provision states are to maintain current eligibility standards and procedures
for Medicaid and CHIF until 2014, when new national eligibility standards take ef-
fect. The Center on Budget and Policy Priorities has said, however, that the Afford-
able Care Act MOE provisions do not block states” efforts or tools used to ensure
program integrity and reduce fraud, waste, and abuse.

Finally, a senior policy analyst at RAND has written that crities argue that
biometrics risk individual privacy, specifically, the loss of control of the intimacies of
personal identity and knowledge about oneself For example, “when biometries like
finger imaging, iris recognition or retinal seanning are used, [a person] discloses
consistent and unique information about his identify [and] [w]hen other biometrics
are used, at a minimum, he discloses accurate information about who he 15 That
15 the goal for using biometrics: more accurately identifying persons using govern-
ment programs. The risk to privacy comes into play with this because of the poten-
tial development of a secondary market for biometric information as well as the
growing risk of incidental disclosure of further biometric information.

The RAND senior analyst explains that without legal restrictions, sharing of
captured biometric identifiers could oceur without an individual's knowledge or con-
sent, similar to the sharing of mailing lists by data merchants. Also, he goes on,
some research shows that biometrics may capture more than mere identification in-
formation, but also might disclose medical information, such as chromosomal disor-
ders or possibly more common problems such as diabetes, arteriosclerosis and hy-
pertension. Some also argue that the collection of biometric information from indi-
viduals by government agencies violates the Fourth Amendment’s prohibition
against unreasonable searches and seizures.

22 The Affordable Health Care Act requires states to maintain their eligibility levels for Medicaid (WMA) until the
Secretary of Health and Human Services deems the states’ new health insurance exchanges to be fully opera-
tional, anticipated to be on January 1, 2014 The states were already subject to an MOE that was mandated by
the American Recovery and Reinvestment Act (ARRA). This prohibited states from reducing eligibility levels for
Medicaid through December 31, 2010. The Health Care reform MOE will effectively extend the ARRA MOE on
Medicaid until 2014.
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APPENDIX A
FRINTER'S NO. 2:231

THE GENERAL ASSEMBLY OF PENNSYLVANIA

SENATE RESOLUTION
No. 322 %"

INTRODUCED BY VANCE, SCARNATI, PILEGGI, GCORDMNER, SCHWANE, BLAFER,
ERICESCHN, ERAFFERTY, ARGALL, WAUGH, D. WHITE, ALLOWAY,
BOSCOLA, EARETL, MENSCH, WARD AND BRUBAEER, MAY 31, Z012

REFERRED TO PUBLIC HEALTH AND WELFARE, MAY 31, Z01Z2

Z RESCLUTICH

Directing the Legislative Budget and Finance Committee to study
the Department of Public Welfare's usages of electronic
benefit tranafer cards a= a means cof conveying benefits and
to analyze whether biometric smart cards containing a
photograph and other identifying information would generate
State =savings, deter fraudulent activitie= and more
efficiently transfer the payment to the recipient.

WHERELS, The Department of Public Welfare issues electronic
benefit transfer (EBT) cards, cotherwise known as RCCESS cards,
to eligible recipients of public assistance; and

WHERERS, The RCCESS cards are used to convey benefits to re-—
cipients in the following programs: Supplemental Nutrition
Lssistance Program (SNAF), Special Rllowance Program, Temporary
Assistance for Needy Families (TANF) and General Assistance; and

WHERELAS, Recipients may access benefits at automated teller
machines or peoint-of-sale machines when items are purchased in a
store; and

WHEREAS, The Department of Public Welfare disbursed approxi-
mately $5.7 billicn in public assistance benefits through ACCESS
cards during the fiscal years 200%-2Z010 and 2010-2011; and
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Appendix A (Continued)

WHERERS, Opportunity exists for selling or transferring
ACCESS cards to noneligible individuals; and

WHEREAS, &n audit in September 2011 raises significant
questions regarding the monitoring, oversight and snforcement
activities of the Department of Public Welfare with regard to
the ACCESS cards; and

WHEREAS, 2An increasing number of this Commonwealth's
residents are in neesed of pubklic assistance; and

WHERELRS, The Commonwsalth must ensure that only eligikle
recipients accesas benefits so that resources exist to provide
benefits to 2ll of those that are =ligikle; therefore ke it

RE3OLVED, That the Senate direct the Legislative Budget and
Finance Committee to study the costs and benefits of providing
each eligible recipient with & new RCCESS card containing
additional identifying informatiecn; and be i1t further

RESOLVED, That the study consider the costs and benefits of
LCCESS cards with varying degrees of information which may
include the following:

(1) photograph;
(2) fingerprints; and

{3) other perscnal details of the recipient;
and be it further

RE3OLVED, That the study take intec account any technology
costs associated with the purchase of new squipment and ongoing
expenses; and be it further

RESOLVED, That the Legislative Budget and Finance Committes
examine the types of asbuse that cccur with the ACCESS cards and
whether additional identifying information will stop the abuse;
and be it further

RESOLVED, That the Legislative Budget and Finance Committee
recommend whether any savings generated through enhanced
identifiers offset the costs of ACCESS card modifications; and
be it further

RE3OLVED, That the Legislative Budget and Finance Committes
report to the Senate the results of its findings and
recommendaticons by Novemker 30, Z01Z.
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SNAP Participation in Contiguous and States Similar to Pennsylvania

APPENDIX B

FFY 2010

% SMAP

Receiving Persons Households Dollars

State Fopulation SNAP Participating Padicipating Issued
Delaware ... 897,934 13% 112,513 50,507 5 1711585272
Florida..........cc...... 18,801,310 14 2,609,185 1,370,563 4 416,942 533
Minois..............._. 12,830,632 13 1,645,722 775,019 2,784 473 892
Maryland. ... 5,773,562 10 560,848 265,796 877,975,713
Michigan ............. 9,883,640 13 1.776,368 865,508 2,808,763,21
New Jersey.......... 8,791,894 7 622,022 303,765 1,030,292,837
MNewYork_..._...... 19378102 14 2,757,836 1,463 135 4,884 900,302
Ohio ... 11,536,504 14 1,607,422 751,299 2,733,689,660
Pennsylvania.._.._. 12,702,379 12 1,574,783 740,186 2,332,575,204
Virginia.................. 8,001,024 10 786,157 364 825 1,213,496, 417
West Virginia ... 1,852,994 13 341,156 154 836 436,939,521
Wisconsin ... 5,686,986 13 715,213 317,015 1,000,496,070

Source: Developed by LB&FC staff with data from the U.S. Census Bureau and USDA.
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APPENDIX C

Response to This Report
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- COMMONWEARLTH OF PENNSYLVANLA
DEPARTMENT OF PUBLIC WELFARE

NOV 152012

we. Philip R. Durgin

Executive Director

Legislative Budget and Finance Committea
P.O. Box 8737

Harrisburg, Pennsylvania 17105-8737

Dear Mr. Durgin:

This letter is in response to the Legislative Budget and Finance Committea’s (LBFC)
drafl repcrt “The Feasibility of Using Biometria Smart Cards or Photo |0 Cards to Dispenss
Public Assistance Benedits,” conducted pursuant to Senate Resolution 2012-322. The
Department of Public Walfare {DPW) agpreciates the oppartunity to have worked with the LBFC
staff in preparing Lhis reporl and provide comments. LBFC was very thorough in their review,
research, and evalualion of Eleclronic Benefits Transaction (EBT) cards and Lhe alternatives,
DPW 1s constantly striving to provide programs in the most efficient manner possible with the
highest degree of pragram integrity,. We are always mindful of our fiscal responsibility to
Commanweaith taxpayers.

DPW offers the following commenls on the draft report:

1.

Page S1, paragraph #2. Please nole that the WIC program is administerad by the
Pennsylvania Department of Health,

Page 52, paragraph #4: Comment. Normally, lowar transaction costs are realized
by the retailers/service praviders and nat the Commonwealth.

Page 54, paragraph #3; Commeant (HG eurrently has anly three agents and a
supervisor working on SNAP trafficking statewide. Findings of infentional pragram
violations and/or convictions for traflicking resull in program disqualfication, which
provides significant cosl avaidance and a high return on investment. Additional
funding is criticat to increasing and enhancing these efforts.

Page 54, paragraph #3; Comment; Whilz the General Assembly has enacted
necessary legislation io allow CIG to investigate retailer frauc, in order for approval
to be granted by USDA, a stata plan wauld need to be submittad and approved, in
addition to receipt of necessary funding, befora implementalion could take placs.

Page 3, paragraph #2, sentence #3 under EBT Systems: Should say “county”
nstead of ‘country.” *

Page 5, sentence #1: The sentence siates thai ihere is a deposit There is nota
deposit in the traditional sense. Thers is a credit placed on the recipient’s account.
No monay is actually drawn down from the federal government until a purchase is
made,

OFFICE OF THE SECRETARY

P.O. BOX 2675, HARAESBURG, PA 1105 | 717.787.2600/3600 R 747.772.2062 | wWwidiwstatopa.ls

' L RA&FC Note: This sentence refers to magnetic cards generally, not to the Access card.
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Mr. Philip R, Durgin : 2 NOV 1 5 2012

7. Page 5, paragraph #4: SNAP disaltows food coneidered ready to eat, not just those
faods that will be saten i the stors,

8. Page 6, first full paragraph: TANF benefits can be accessed at ATMs and also at
point-of-sale (POS) terminals that accept QUEST, 2

9. Page 10, paragraph #4, sertence #2. Should read: Replacement Cards:
hccording to DPW, when an Access card 18 replaced, the replaced card s
deactivated and cannct access the recipient’s account and any benefits remalning on
the account will be available Inmediately after the replacement card is plnnad. @

10.Page 10: Commant: BPW requested that USDA allow the Commorwealth to
increase the fees assoctated with replacement cards as well as charge that fee
directly to the recipient rather Lhan simply reducing benefits. USDA declined this
request.

11.Page 11, paragraph #2, sentance #1: Should read: DPW raports that It is also
reviewing excessive issuances of replacement cards,”

2. Page 11, replace paragraphs #4 and #5 with the following single paragraph; In
February 2012, DPYW hegan its own study of reciplenis who were flagged based on
exclusive Use in a non-contiguous sfate during the prior three months (November
2011 to January 2012). In May 2012, DPYY issued the resulis of this initial review,
which found 653 cases (of the 1,123 cases that were reviewed), or 58,1 percent, that
were closed as a result of the review, meaning the recipients were removed from the
program, The Depariment has continued to conduct thege nan-contiguous slate
reviaws menthly. In July 2012, DPW added a study of recipients who were flagged
based on exclusive use in a configuous state during the prior three manths (Aprl
2012 to June 2012),

13.Paga 11, footnote #8: Commeni: Since that report was issued, OPVY has provided
the Department of the Auditer General with all EBT information i has requested.

14, Page 12, bullet 4;: Commen: DFW actually provides cards with bensfits to USDA
investigators.

15.Page 15, paragraph #3, sentence #1: [f this sentene is used to describe how a
reciplent obtaing their cash henefit, and nct part of a description of TAME fraud, it
should read: TANF Fraud: TANF recipisnis vse Accsss cards lo abtain cagh
bansfits at ATM machines and at any ratailer's POS {Point-of-Sale} device that
acoepts QUEST. ¢

DPW agrees with tha LBFC's assessment of the use of biometric smart cards or photo
ID cards to dispense public assistance benefits, Floase be assured DPW will continue to
manitor pilot programs conducted by other statas as recommended in the report ag well a3
research any new technology that will reduce the opportunity for fraud on behalf of recipients or
providers of publicly-paid services.

e —— .
LB&FC Note: The final report was changed to reflect this comment.
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NOV 1 5 202
Mr. Philip R. Durgin 3

Again, | appreciate the apportunity to provide comments on the LEFG report. If you
have any further questions regarding the program ar infermation provided In the report, please
feal frea to contact Mr. Neal Lesher, Director, Office of Lagislative Affairs, at(717) 783-2564.

Sincarely,

%.- &a{ifq»#r-—"

ry D. Alexander
Secretary

ce.  Mr, Neal Lesher, Director, Office of Legislative Affairs
Ms. Lourdes R. Padilla, Deputy Secretary, Cffica of Income Maintenance
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Appendix B: Massachusetts Law Reform Institute 2012 Study

EBT Photo ID: The Impact on Massachusetts SNAP

Recipients, Retailers and the Fiscal Costs to the State

Who receives EBT Cards in Massachusetts?

There are currently 489,221 low-income SNAP EBT households in MA, comprised of 888,527 adults and children.

Over 45% of all SNAP households in MA include ane or more elder or disabled member.*

SMAP rules require all persons who “customarily purchase and prepare food together” be part of the same SNAP
household including unrelated persons who share food and all adult children ages 18- 22 living at home. *
51,281 households receive TAFDC cash assistance for families with needy children, and 23,568 elder and
severely disabled individuals receive EAEDC benefits.® These cash benefits are put on the same EBT card.

Federal USDA rules restricting photo ID on SNAP EBT cards.
Retailers cannot discriminate against or selectively card SNAP recipients. *
All appropriate SMAP household members must have access to the EBT benefits.”
A SMAP household has the right to designate a trusted relative, friend or service agency to food shop for them. ©

Az SNAP is a 100% federally funded benefit, state EBT systems must be interoperable so SNAP recipients can use
their EBT cards in any state within the country.”

On May 12, 2012, USDA notified M DTA of the federal requirements regarding EBT photo IDs. ® In February of
2013, USDA disallowed Maine’s photo 1D proposal *

An EBT photo ID would waste taxpayer dollars.

The Romney Administration abandoned the phote 1D requirement in 2004 as not cost effective.™

In 2012, DTA estimated that the initial costs would be 54M to issue just one SNAP photo card per househald,
with ongoing annual costs of approximately $4.4M including cards, equipment, staffing costs and notices.™
EQOHHS recently noted initial implementation estimates of 55 to S7M.

Other states have estimated the cost of this initiative, from a 52 million estimate in Michigan to 5176 million in
Washington State. © Pennsylvania, lllingis, Connecticut, Arizona, Kentucky and other states have considered and
rejected EBT photo I1Ds as costly and not effective in addressing SNAP fraud or trafficking. ™

An EBT photo ID hurts seniors and persons with disabilties.

A photo ID reguirement would undermine decades of work aimed at de-stigmatizing SNAP benefits. It reverses
the state’s historic SNAP outreach efforts to reach low income seniors and persens with disabilities.
Massachusetts is one of 39 states that allows for on-line SNAP applications — often with the help of senior
services and community organizations. The SNAP applicant has a phone interview with DTA, and then mails or
faxes verifications.™ Requiring all applicants and members of their households to go to DTA offices to be
photographed would discourage low income persons — especially seniors and persons from disabilities — from
accessing benefits.
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Seniors and persons with disabilities often have family members, relatives or trusted persons whao they can
authorize pick up groceries for them. A photo ID EBT requirement would hinder the ability of these caregivers
from performing this important service.

In 2005, the Romney Administration received USDA approval to implement a special SNAP pilot to reach elder
and disabled persons through the Sccial Security Administration {SSA).** SSA has a statutory obligation to offer
SMAP applications to elder and disabled 551 applicants and recipients.*® Under the Bay State Combined
Application Project (Bay State CAP), 55A offices electronically take a SNAP application and ship it to DTA so that
551 clients did not need to go to DTA. S5 eligibility information is considered verified upon receipt. Outside
Section 15 would undercut the core foundation of the Bay State CAP pilot and the state’s historic SNAP outreach
efforts for elder and disabled persons. Ower 30,000 551 recipients participated in Bay State CAP in 2013,
recipients whose cases often migrate to regular SNAP benefits.

An EET photo ID requirement is not supported by retailers and grocers across the country.

A photo ID proposal would effectively turn store clerks into welfare cops. It would compromise efficient
business practices, including self-checkout lanes. Stores that attempt to selectively card SMAP recipients could
subject themselves to legal challenges.

The Maine Grocers Association and Maine Merchants Associations both testified in 2012 before the Maine State
Legislature in opposition to EBT photo ID legislation, noting federal law prohibiting discrimination against SNAP
recipients.” USDA disallowed Maine's phote ID proposal in February of 2013 The Illinois Retail Merchants
Association announced strong opposition to a state photo 1D propesal for SNAP LINK cards in March of 2013.%*

An EBT photo ID does not address SNAP trafficking or other fraud.

SMNAP benefit trafficking generally occurs between the SNAP card holder and the corner retailer. Trafficking does
not happen with cash benefits. A convenience store engaged in the unlawful practice of giving cash for food
benefits and billing USDA for that EBT transacticon is highly unlikely to lock at a photo on an EBT SNAP card.

The State Auditor’s Bureau of Special Investigations is responsible for investigating DTA fraud. For the first
quarter of FY 2013, BSI found SMAP fraud equal to about .125% (slightly more than 1/10 of 1 %) of SNAP
benefits, and TAFDC and EAEDC fraud egual to .283% (less than 1/3 of 1 %) of cash assistance benefits. &
According to g March 2011 USDA report, the electronic delivery of food stamp/SNAP benefits has made
trafficking much easier to trace, prevent and prosecute. USDA reports that the SMAP trafficking rate has declined
from 4% to 1% during the last 10 years.™ Meither USDA nor law enfercement considers photo ID EBT cards as an
effective means to address trafficking between a card holder and small privately cwned retailers. ™

USDA continues to provide updated technologies and tools for states and law enforcement to deal with SNAP
trafficking, EBT photo ID is not cne of them. =

The personal identification number or PIN is widely recognized by banking institutions as the best way to protect
personal finances on a debit card. A SMAP or cash assistance household whose card is lost or stolan — or who
wishes to restrict use by a household member —can immediately deactivate the card through the EBT vendor
and/or change the PIN, similar to a lost or stolen debit card **

FOR MORE INFORMATIOM: Patricia Baker, Senior Policy Analyst, Mass Law Reform Institute, 617-357-0700%328
phaker@milri.org May, 2012
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* DTA Facts ond Figures Report, April 2013, SNAP Caseload, http://www.mass.zov/eohhs/researcher/basic-needs/food/snap-
formerly-the-food-stamp-program.hitmil; see also USDA Building o Health America: A Profile of the SMAP Program; April 2012;
http:/fwww fns.usda.gov/ora/MENU/Published/snap/FILES/Other/BuildingHealthyAmerica. pdf
* 7CFR 273. 1ja), SNAP household composition and “purchase and prepare” rules.
2 DTA Focts and Figures Report, April 2013
% 7 C.F.R. 278.2(b) “Equal treatment for coupon customers: .... No retail store may single out [EBT cord} users for special treotment in
any way."”
* JCFR274. 8(}(5) "AlN appropriate housshold members or autharized representative ore able to occess benefits from the account
05 necessory.”
f7CFR 273.2(n){1). “Authonized Representatives: Representative may be authorized to act on behalf of o household in the
opplication process, in obtaining food stamp benefits, and in using food stamp benafits.”
? 7CFR 274. 12, SNAP regulations governing operation of SNAP EBT program.

Letter of FNS North East Re'onal Al:lml n|stratﬂrJames Arena DeRosa to Damel 1. Curley, DTA Commissioner, 5-3-2012

Comments of EQOHHS Secr'etaryjohn Polanowicz re costs of photo ID; SHMS, April 12, 2013
EBT Card Commission Report, April 1, 2012, pg 15:
“Bosed on pricing data fram New York, the only state in the Northeast region identified as currently inciuding photos on EBT cards,
the Department estimotes that the cost for the cards olone would be approximately 54 millian initially, with ongaing annual costs of
opproximately 54.4 miliion {which includes cards and eguipment, staffing costs, and notices to ciients). This is on estimate for one
card anly per family, when in fact each oppropriate member of the household and any owthorized representative of the household
wiould also need a card. Additional cost estimotes not yet ovoilobie include those associated with the storoge and transmission af
digital images for replacement of cards, the design of the cards, chonges to the issuance system and the DTA system, ond cord printer
technology. These estimates refiect octual and expected coseloads, which have risen steadily since 2004 Several other stotes have
fzsn'mﬂted the cost of this initiative, from a 52 million estimate in Michigan to 517.6 million in Washington State.™

Ibid.
“ PA General Assem bly, Legislature Budget and Finance Committee, The Feasibility of Using Biometric Smart Cards or Photo ID
Car'ds to Dispense Public Assistance Benefits, November 2012, http://Ibfc legis.state. pa.us/reports/2012/76.PDF

* USDA Office of Research and Analysis, Enhandng SNAP Modernization Efforts, April 2010
http:/fwww fns.usda.gov/ora/MENU/Published/snap/FILES/ProgramOperations/EnhancedCertification_IntVoll.pdf;USDA SNAP
State Options Report, August 2012 http:/fwww_fns usda gov/'snap/rules/Memoy/Support,/State_Options)10-5tate_Options.pdf
* DTA Commissioner John Wagner press announcement and outreach materials, Bay State CAP, May 26, 2005.
hittp:/fwww.mass.gov/eohhs/docs/dta/r-fsmc-52605. pdf
5 7 USCA 2020(i) Obligation of SSA offices to offer and assist with SNAP application of 551 applicants and recipients.
= Testimony of Shelley Doak, ED of the Maine Grocers Association, February 28, 2012 and Testimony of Curtis Picard, ED of Maine
Merd1ams Assaciation, February 21, 2D12 in oppo5|t|a-n tc- LD 1812,

* http:

1

* wgeares don't want photo |D food stamps,” (queting lllinois Retailers Assodation), March 9, 2013,

hittp:/www firstelectricnewspaper.com/2013/03/stores-dont-want-photo-id-food-stamps. html

* Office of the State Auditor, Bureau of Special Investigations, First Quarter Report-FY 13 (Jan. 15, 2013),

hittp:/fwww. mass. gov/auditor/docs/bsif2013/2013gtrreport1.pdf; FY 13 Budget: Mass. Law Reform Inst. calculations

= USDA Office of Research and Analysis, The Extent of Trafficking in the Supplemental Assistance Program; 2006-2008, Final Report.
March 2011

htep:/fwww. fns.usda.gov/ora/MENU,/Published/snap/FILES/ Programintegrity, Trafficking2006.pdf .

= lbid,. See also comments of Chelsea Pelice Chief Brian Keyes, State House News Service, April 12, 2013

http:/fwww . wickedlogal.com/weymouth/newsnow 633475327 (State-House-News-State-law-enforcement-team-up-to-curb-

welfare-benefit-abuse
= Press Release, USDA Announces Mew Partnership with States to Strengthen Integrity of Nation's Most Vital Nutrition Assistance

Program (Mar. 20, 2013), http:/fvwww usda gov/wps/portal/ usda/usdahome?contentid=2013/03/005 1 xml&contentidonly=true

7 CFR 274.2{f)(5). See also DTA |nstruct|on5 o SNAP consumers for lost or stolen can:ls and changing a PIN
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Appendix C: Minnesota EBT Card Brochure

Cash on an EBT card is provided to help families meet their basic needs. These basic
needs include food, shelter, clothing, urilities and transportation. These funds are given until families can support
themselves. It is illegal for an EBT user to buy or attempt to buy tobacco products or alcoholic beverages with
the EBT card. If you da, it is fraud and you will be removed from the program. Do not use an EBT card ara
gambling establishment.

What is your Minnesota Electronic Where to obtain your card

Benefit Transfer (EBT) card? To obtain your first EBT card:
Your Electronic Benefit Transfer (EBT) card is a safe, B Your first EBT card will be mailed to you once your
convenient and EdFy Way for ¥ou to get your cash and worker approves your first cash and/or food benefits.
food benefits each month. It will rake abour 5 business days o receive your card.
B Your benefits will be pur in an account set up B Sign the back of the card as soon as you receive it.

for you.

Replacement EBT cards:

B Call Costomer Service at 888-997-2227 and request
a card be mailed to you. It will take abourt 5 business
days to receive the card.

B There is 2 32 charge for all replacement EBT cards.
B The $2 card replacement fee will be deducted from

B You must usc the card to get your benefies,

yﬂlur Cﬂsh ar ﬁ}Dd bfn':ﬁts.
Questions?
Call Customer Service Go to www.ebtEDGE.com
24 hours a day m 7 days a week or Under EBT Cardholders, click on

888-997-2227 “More Informarion”

Log in using your EBT card number
This is a toll free call and PIN.

xlv



When you receive your card

B Sign your name in ink on the white stripe on

the back.

B Call Customer Service to select a Personal
Identificarion Number (PIN), or visit your local
county office.

Where to use your card
At a store Point of Sale (POS) machine
A POS machine is a machine in a store thar reads your

card when you buy food or non-food items or withdraw
cash benefits.

You can use a POS machine to:

B Buy food with food or cash benefits

B Buy non-food items with cash benefits

B Withdraw cash from cash benefits

B Get cash back with a purchase from cash bencfits.

There is no minimum dollar amount per transaction.
Some stores may limit the amount of cash you can get
back from your cash benefits.

At an Automatic Teller Machine (ATM)

An ATM is a machine used to withdraw cash from cash
benefits. You cannot use an ATM to get cash from your
food benefir account.

At check cashing businesses

You might be able to get cash benefits at some businesses
thar cash checles.

How to care for your card
Your card is like cash. Keep it in a
safe place.

B Call Customer Service right away if your card is lost
or stolen.

B Pug your card away as soon as you finish using it.
B Do not ler others use your card, Lost benefits will not
be replaced.

B Do not leave your card lying around, even at home.

Do not throw away your card

| | Usﬁ d:l.e same Ca.rd a’ﬂ_}r mﬂn\:h as lclng as }-'Ou
receive benefits.

B If you move out of state, you will be able to use your
card to get your unused food benefits.

Do not damage your card
8 Do not bend or fold your card.

B Do not scratch or write on the black stripe on the back
of your card.

B Do not wash vour card or get it wet.

B Do not leave your card near magnets, TVs, stereos,
VCR/DVD players or microwaves.

B Do not leave your card in the sun or other hot places,

like the dashboard D{::}-‘CI'L]I car.

Misuse of your Minnesota EBT card

is unlawful

It is a crime to defrand the system or to sell your card
and PIN to others. It may result in criminal charges

against you and your benefits may end.

It is illegal for an EBT user to buy or attempt to buy
tobacco products or alcoholic beverages with the EBT
card. If you do, it is fraud and you will be remaved from
the program.

If you repeatedly lose your card, the county office may
need to investigate your case OT 4ssign 4 [EPIESENTative to
receive your benefits for you.

How card fees work

B You will receive four free cash withdrawal transactions
per month. These cash withdrawals may be at a POS
machine or an ATM. You will be charged $1 for cach
cash withdrawal over four per month up o a
maxirnum of $10. A cash-only withdrawal is for an
amount up to the balance remaining in your cash
account. There is no charge for a cash purchase
transaction or if you get cash back when you make
a purchase.

B Some ATMs may charge you a fee to use the machine
in addirion to the cash withdrawal transaction charge.
The ATM will rell you if it ch:;.rges a fee before you
malke your cash withdrawal. If}'ﬂu do nor wanr pay
the fee, you can cancel your transaction and go to an

ATM thar does not chargea fee.

Effective March 1, 2013, access to cash benefits is limited to Minnesota,
lowa, North Dakota, South Dakota and Wisconsin.
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How to get or change your Personal
Identification Number (PIN)

A PIN is four secrer numbers you use with your card
to access benefits. Every time you use your card, you
must enter these four secret numbers. These numbers
are called a

PIN (Personal |dentification Number).

2 2 2 2 =PN

When vou select your PIN, choose four numbers
thar you can remember but that other people cannot
easily guess.
There are three ways to get or change
a PIN
B Call Customer Service ar 888-997-2227
B Conract your county human services office or

B Access www.ebtEDIGE com

How to care for your PIN

Keep your PIN secret. Memorize it!

B Do not write your PIN on your card. If you need to
write down your PIN, keep that paper in a different
place than your card.

® Do not ler anyone (not even the store clerk) see
your PIN when you enter it at the POS or ATM.

B Do not ler anyone else use your card and PIN.
Your benefits will not be replaced if someone else
uses your card.

If you need a new PIN

® Call Customer Service at 888-997-2227 or

B Go to your local county office.

You have four tries each day to enter your correct PIN.

After four incorrect tries you cannot use your card unril
12:01 am. the next day.

How to use a POS machine
Abways checlk your last receipr or call Customer Service

before shc:-ppi.ng_ Know your balance!

Note: There are no minimum dollar amounts for an
EBT purchase.
To purchase food

B Slide your card thrcugh the POS machine. The clerk
will enter vour food purchase amount.
B Check the amounr thar shows in the POS window.
B If the amount is correct, enter your PIN.
Press ENTER.
B Tazke your card, receipt and groceries.

The steps you follow may be different for each ype of
POS machine. Ask the sales clerk if you nesd help.

Remember:

B You will not receive change from your food benefits
when you purchase food. The balance will remain in
your account.

B You can use POS machines to purchase food as many
times as you want each month undil all your food

benefits are used.

To withdraw cash

B Agk the sales clerk if you can withdraw cash benefits at
this store. Slide your card through the POS machine.
Tell the sales clerk the amount of cash you want
o receive.

B Check the amount thar shows in the POS window.

B If the amount is correct, enter your PIN.
Press ENTER.

B Take your card, cash and receipt from the sales clerk.

The steps you follow may be different for each type
of POS machine. Ask the sales clerk if you need help.

Remember:

B Cash withdrawals are not allowed from
food benehits.

B Non-food items are paid from your cash benefies
account or you can pay cash.

B (Cash withdrawals cannot be done in the store iF}'our
card cannor be read by the POS machine.

If the POS machine is not working

If the POS machine in the store is not working when
you make a purchase with your Supplemental Nutrition
Assistance Program (SNAP) benefits, the sales clerk will
ask you to sign a form for the amount of food you buy.
There may be a $50 limit on the amount of food that
you may purchase if the POS machine is not working.
Stares have the option of not accepting EBT cards when
the POS machine is not working.
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Check the amount on the form. It should ke the same

amount as the Mﬂu purchased.
-
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If the amount is correct, sign your name and the date.

How to use an ATM

Your cash account may be charged
1. Insere your card.
Welcome L]
To Our =
Metwork | ¥ A : \
I_. J
Insert Your Cand... = | _%
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2. Enter your PIN.
Press ENTER. Enler Your Persoral | e
Ientification Number | S —
KKK
Press I Comect=—> o =
[
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Press Cancelif Enor | =‘_f_"st“
et -
L~ q
4.5&120:
CHECKING. Withdrawal Feguest - | a—
Select The Acoount 7 | IR
i ———
e O
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The clerk will call Customer Service to check if you have
enough benefits in your food account to purchase the
food. If you do, the total food amount will be subtracted
from your food benefits.

This form is also used by food merchants (like farmer's
markets) that do not have POS machines.

Remember — do not tell the sales clerk your PIN!

to withdraw cash

a fee each time you use an ATM.
5.. Enter the dollar
amount. Select Enfer The ———
CDRRECT or Dollar Amaurt? (]
cancel. $45.00
Praas 1 Correcless:x = ol ¥
Prass Cancel i Erros = i—(?{?{:‘"’
6 #)‘
. Take your cash
Ploase Take Your Cash | S
L ]
- sem
- ssm
258l

T. Another ]
. :
ms | m;;g: : Saacscny | e—
L | s o
Priess Cancel I Errcr = t‘;ﬁf‘:__ i
B. Take your card
and receipt.

2
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Remember:
B The steps you follow may be different for each type
of ATM.

B You may be able to withdraw all of your cash benefies
from an ATM in one day. It may rake several

transactions to do thar if the machine has a limir on
the amount of cash you can withdraw each time.

B For single dollars and cents, use 2 POS machine
in a store for a cash purchase or, if allowed, 2

cash withdrawl.

How to use your card safely

Safety tips at the store

B Check the food amount that shows in the PIN pad
window before you key in your PIN.

B Do not ler the store clerk or anyone else see your PIN
as you enter it.

B Do not let the clerk or store manager leave the area
with your card.

Safety tips at the ATM
B Have your card ready.
B Always use ATMs in well-lit areas.

B [Ifyou sense danger, cancel your transaction. Take your
card and leave the area right away.

B At night, when you are alone, use an ATM inside
a store.

® Do not count your money at the ATM.
® Do not ler anyone see your PIN as you enter it.

B Pur your cash, card and receipt away quickly.

Calling Customer Service
888-997-2227 (Toll free call). If you do not have a
touch tone phone, your call will be transferred to a

Customer Service representative.

Call 24 hours a day, 7 days a week if:

B You just received your card in the mail and need to
selecr a PTN.

B You need a replacement card. There is a $2 fee fora
replacement card.

B Someone else is using your card

B Your card does not work

B You forgor your PIN or want 2 new PIN

B You need to know your food and cash benefit balances

and you cannot find your last store receipr.

B You want to find our abour fees

B You have questions abour using your card
3

B You feel you were overcharged ar 2 stare

B You feel you did not receive the correct amount from

an ATM.

Call Customer Service for help with your card. Do not

call your financial worker.

Calls to Customer Service may be recorded or monitored.

How to use the EBT website

You may access the EBT website at
hep:/fwww.ebtEDGE.com.

With the EBT Card Number and PIN, you can view:
B Help screens for using ebtEDGE

B SNAP balance

B (Cash balance

B Transaction history of when the benefits were spent
B The latest EBT news.

You can also change your PIN here.

To access the website:

Access a web browser.

Type www.ebtEDGE com.

The ebtEDGE home page is displayed.
Click on “"Cardhelder Login” on the left of

the screen.

Ll S i

b

A warning pop-up message may appear regarding
unsecured dara.

Click OK to access secure and unsecured dara.
The Log-in Screen is displayed.

Enter Card Number from the EBT card.

Press the Login burton.

= om ooy

0. Enter your PIN number. This is the same number

you use to access your EBT card art stores or ATMs.

11. Press the Conrinue burton.

12. Your account balance and rransaction
history appears.

13. The Help Topics will answer many commonly
asked questions.
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How to find out your EBT balance
Keep your _Iusi receipt

__________________ i
YOUR STORE MAME
3609 ANY STREET ADDRESE Sbre Nun:le
CITY. STATE 53212 and Location
TERM ID 253407
HERCH TERM ID 258407ABC
SEQ# 289
CLERE 107
Teverss TrzsE>———Doae ond Time
CARD ¥ 7000 |
TRAH ANT ~ END SAL Current Cash Benefit
FS 545.2 3 s .
o= g 229873 Current Food Benefit
S PURCH ¢0 APPROVELD

It shows how much you have left in your food benefit

and cash account.

B The store’s name and location should appear on your
receipt when you use your food and/or cash benefits,

B You may also find out your balance by calling
Customer Service or accessing www.ebtEDGE .com.

B You may also request 2 2 month transaction history at
your local county office,

B Benefits not used within 365 days will be removed
ﬁ‘nm y’DI.II account Q.Ud CANNOT bE repla.ced

If you need help accessing food

benefits (SNAP)

Remember, lost or stolen benefits will not be replaced.

B Choose a person you trust to be your additional adule.

B This person will help with shopping and accessing your
food benefits.

B Tell your financial worker whom vou chose as your
additional adule.

B The additional adult will receive an EBT card in the
mail within 5 business days.

B An addirional adult who is 2 household member must
call customer service to select a PIN.

B An additional adult who is not a2 household member,
must go to the county office to select a PIN.

B Remember, lost or stolen benefits will not be replaced.

For more information, call your financial worker.
What to do before you move

B Call your county office immediately with your
new address.

® If you move to an area where you cannoet access your
cash benefits, contact your county office.

When you will receive your benefits
Benefits are available on the same day every month, even
on weekends or holidays.

Cash benefits

If your case

Conse benefit Your cash benefits are ovailable

ype number ends in after 6:00 a.m. on the:
DWF/MFIP 1.357ar? 2nd to last duyo[erer}t manth
CWF/ MFIP 02460r8 the last duy of avary manth
GQAMSA& Othru 9 1t dhay of every month
R

Food benefits

If your case number ends in

Your food benelils are available

aber 12:01 a.m. on the

Ath ofe\-erymomh

Sth of every month |
&th of every month

7th of every manth |
Bth of every manth

th of every month |
10¢h of every month

11th of every month |
12th of every month

L - - T B - S EUR

13th of every month |

Important EBT Account Information
Sometimes errors occur in the EBT system which may
cause your EBT cash or food benefits to increase. When
this happens, your account can be adjusted. You will

receive notice when this happens. If you do not agree
with the notice, you have the right to appeal and request
a fair hearing. To request a fair hearing contact your
financial worker at your county office.



Your right to file a complaint
If you feel the county or the Minnesota Department of
Human Services treated you differentdy in the handling
of your public assistance application or benefits becanse
of race, color, narional origin, political beliefs, religion,
creed, sex, sexual orientation, public assistance stams,
age, or disability; including physical access to government
buildings, you may file a complaint with your county
agency or any of the following agencies:
Minnesota Department of Human Services
Equal Oppormuniry and Access
PO. Box 64997
St. Paul, MN 55164-0997
651-431-3040 (Voice)
866-786-3945 (TTY)

Minnesota Department of Human Rights
Freeman Building
625 Robert Streer Morth
St. Paul, MN 535155
BO0-637-3704 (Volce)
651-296-1283 (TTY)

U.5. Department of Health and Human Services
Office for Civil Rights, Region V
233 N. Michigan Avenue, Suire 240
Chicago, IL 60601
312-886-2359 (Voice)
312-353-3693 (TTY)

In accordance with Federal law and U. S. Department
of Agriculture policy, this institudon is prohibited from
discrimination on the basis of race, color, national origin,
sex, age, religion, polirical beliefs, or disabiliry. To file 2
complaint of discriminartion, write:

.S Department of Agriculure

Director, Office of Adjudicarion

1400 Independence Avenue, 5.

Washingron, D.C. 20250-9410

866-632-9992 (Voice)
800-877-8339 (Federal Relay Service)
800-845-6136 (Spanish)

USDA is an equal opportunity provider and emplaoyer.



Attention. If vou want free help translating this information, ask vour worker or call the number below for vour
language.

PR S DG PN P S JE EF TV BV ERUES PN POS LT RN B B PP P WPCI B S G A
1-800-358-0377
fandaimai 15 nsimadamomijppanasaswdadais asangamaainfifutaign o pimetnis
1-888-468-3787 4

Paznja. Ako vam je potrebna besplatna pomo¢ za prevod ove informacije, pitajte vaSeg radnika ili nazovite
1-888-234-3785.

Ceeb toom. Yog koj xav tau kev pab txhais cov xov no rau koj dawb, nug koj tus neeg lis dej num (worker)
lossis hu 1-888-486-8377.

Tuagau. GamannaudegnaunauzgosfisTunauaudaoaudonaolus, %muu’ﬂmﬁnjﬁuénuq}n
gagnaufinsmanaucaning 1-888-487-8251.

Hubaddhu. Yoo akka odeeffannoon kun sii hitkamu gargaarsa tolaa feeta ta’e, hojjataa kee gaataddhu ykn
lakkoofsa kana bilbili 1-888-234-3708.

Buumanue: ecnn pam Hy#Ha Secnnarnas noMouls B nepesoje 3oi nudopmannn, odparureck k cRoEMy
coupaneHoMy paboTHHKY HIH MOIBOHHTE No caedytowemy Tenedony: 1-888-562-5877.

Ogow. Haddii aad doonevso in lagaa kaalmeeyo tarjamadda macluumaadkani oo lacag la’aan ah, weydii hawl-
wadeenkaaga ama wac lambarkan 1-888-347-8829.

Atencidon. Si desea recibir asistencia gratuita para traducir esta informacion, consulte a su trabajador o llame al

&
1-888-428-3438. £
Cha Y. Néu quy vi céin dich théng tin néy mién phi, xin goi nhan-vién xi-hdi cia quy vi hodc goi 86 E
1-888-554-8759. z

ALAS [112)

This informofion is available in alternative formats to individuals with disabilifies by colling your county workar. TTY users con call
through Minnesota Relay at 800-627-3529. For Spesch-io-Speech, coll 877-627-3848. For additional assistance with lagal rights and
profections for equal access fo human services progroms, contact your agency’s ADA coardinafar.




Appendix D: Bills Relating to Photo Identification EBT Cards (2013-14)
Bills are sorted by last action as of March 1, 2014.

State | Bill Title & Description Introduced Last Action

NH H 1299 | Establishing a committee to study the cost and | Dec 16, 2013 Feb 25, 2014: Committee
feasibility of requiring photo identification on Report - Inexpedient to
electronic benefit transfer (EBT) cards Legislate for TBD

RI $2382 | An Act Relating to Human Services — Public Feb 12, 2014 Feb 25, 2014: Committee
Assistance Act: would require retailers to recommended measure
examine photo identification to verify that a be held for further study
buy presenting an EBT card is in fact the person
entitled to use the card.

MA H 3556 | To study the prevention of fraud in the EBT Jul 11, 2013 Aug 7, 2013: Signed by
program the Governor, Chapter 65
MA H92 | To modernize the payment of EBT benefits Jan 22, 2013 Oct 15, 2013: Hearing
scheduled for 10/22
MA H90 | To place photo identification on EBT cards Jan 22,2013 Oct 15, 2013: Hearing
scheduled for 10/22

IN H 1105 | Welfare Benefits: would require state to apply | Jan9, 2014 Jan 9, 2014: Referred to
for a waiver to require certain public assistance Family, Children, &
recipients to show photo identification when Human Affairs
using the recipient’s EBT card, except for those
who are disabled or at least 65 years of age.

NH S 203 | Relative to permissible uses of EBT cards Dec 11, 2013 Jan 29, 2014: Hearing
scheduled for 2/4/14

RI H 7314 | An act relating to Human Services — Public Jan 30, 2014 Jan 30, 2014: Referred to
Assistance Act: would require retailers to Health, Education, &
examine photo identification to verify that a Welfare
buyer presenting an EBT card is in fact the
person entitled to use the card.

IL H 4453 | DHS-LINK-Cash Assistance Fraud: Provides that | Jan 29, 2014 Feb 3, 2014: Referred to
any person who possesses for an unlawful Rules Committee
purpose another person's EBT or LINK card in
order to use or transfer in any manner not
authorized by law or the regulations of the
Department of Human Services the cash
assistance benefits held on that EBT or LINK
card is guilty of a violation & shall be subject to
certain penalties established under the Code.

MS S 2548 | Food stamp EBT card; require recipients to Jan 20, 2014 Feb 4, 2014: Died in
display proper identification to use EBT card. committee

CA A 2354 | Electronic benefits transfer cards: photo Feb 21, 2014 Feb 24, 2014: Read

identification: would require, to the extent
permitted by federal law, that an initial or
replacement EBT card issued on or after
January 1, 2015, include a photograph of the
person to whom the card is issued.




MA H 109 | Relative to preventing fraud in the Jan 22,2103 May 29, 2013: Hearing
Massachusetts EBT cash assistance program scheduled for 6/4/2013

RI H 5029 | An act relating to Human Services — Public Jan 09, 2013 May 14, 2013:
Assistance: would require picture identification Committee
on all EBT cards issued to administer this recommended measure
program be held for further study

IN S 530 | Schedule for electronic benefit transfers: Jan 14, 2013 May 13, 2013: Public Law
Requires the Div. of family resources to apply 260
for a federal waiver to require a SNAP recipient
to show the recipient's government issued
photo identification when using an electronic
benefits transfer (EBT) card for purchases.

RI H 5646 | An act relating to Human Services — Public Feb 27, 2013 Apr 10, 2013: Committee

Assistance: would require retailers to examine
photo identification to verify that a buyer
presenting an EBT card is in fact the person
entitled to use the card.

recommended measure
be held for further study

liv




